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Conferences and Lectures

JMA Conference on Medical Information Technology

Recent Activities of the World Medical Association

about Health Databases"

—Development of the Draft of the Policy Statement and

Future Revision Process—

JMAJ 57(2): 61-64, 2014

Masami ISHII!

I will talk about the activities of the World Medi-
cal Association (WMA) to develop its proposed
declaration on ethical considerations regarding
health databases and bio-banks.

The WMA agreed to support the Icelandic
Medical Association in its fight against an Ice-
landic Government bill to establish a central
health database for the entire population of
Iceland in around 1998. The WMA General
Assembly agreed to a request that the WMA
Secretary General should assist the Icelandic
Medical Association in seeking to clarify with
the Icelandic Government the incalculable ethi-
cal consequences of the data collection Bill.

The WMA General Assembly in Ottawa in
1998 expressed its position to support Icelandic
doctors’ strong will to fight against the Bill.
The second slide cites the words of Dr. Torben
Pedersen, then President of the Danish Medical
Association who is supportive of the Icelandic
Medical Association’s efforts (Slides 1 and 2).

Its Council Session in Santiago in 1999 also
confirms its commitment to patient confidentiality
which is one of the most important cores about
this problem (Slide 4).

The WMA and WHO held a joint seminar
in Geneva in May 2000 entitled “Ethical impli-
cations of centralized health databases.” A joint
seminar facilitates both the exchange of infor-
mation and the future development of policy by
the respective organizations (Slide 5).

The WMA Council Session in Divonne-les-

Bains, France in May 2000 decided on the need
for guidelines after holding a joint seminar in
Geneva with the World Health Organization,
where physicians’ representatives from across
the world expressed their concern about the
threat to privacy of patients’ records. Dr. Anders
Milton, the then Chair of WMA pointed that
it is essential that to allay public concern about
the growing development of these databases,
internationally acceptable guidelines are drawn
up to govern their use. And any guidelines must
address the issues of privacy, consent, individual
access and accountability (Slides 6 and 7).

The WMA General Assembly in Washington
2002 adopted a statement on ethical considera-
tions regarding health databases. The first revision
was discussed in the Council Session in Plague
in 2012 with the Icelandic Medical Association
as a rapporteur. This action was succeeded
in Bangkok in the same year where a working
group was established to develop a proposed
revision of this document (Slides 8 and 9).

In 2013, the WMA General Assembly in
Fortaleza, Dr. Snadal noted that there were
several options for defining the scope of the
WMA work in this area. The WG Chair made a
motion requesting that the WG be instructed to
continue its work on the broad concept of health
databases. The motion was approved (Slide 10).

This year three doctors from the US, Korea
and Iceland were invited by the Japan Medical
Association to its conference on medical infor-

*1 This article is based on the lecture at the JMA Conference on Medical Information Technology held on February 8-9, 2014.

1 Executive Board Member, Japan Medical Association, Tokyo, Japan (jmaintl@po.med.or.jp); Vice-Chair of Council, World Medical Association;
Secretary General, Confederation of Medical Associations in Asia and Oceania.
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mation technology on February 9 and delivered
a presentation, “Big Data/Analytics and the US
Healthcare System: Big Opportunity, Big Respon-
sibility” by Dr. Robert Wah from the AMA,
“ICT and Healthcare in Korea, Present and Per-
spectives” by Dr. Dong Chun Shin from Korea
and “Centralized Health Databases Lessons
from Iceland” by Dr. Jon Snzdal from Iceland
(Slide 11).

The WMA also held a WG meeting in Rey-
kjavik in March 2014 to more closely discuss
this topic (Slide 12).

These efforts will be succeeded to the WMA
Council Session which will be held in Tokyo in
Avpril of this year. We will expect further devel-
opment of the discussion there toward the adop-
tion of this document in its general assembly in
Durban in the coming October (Slide 13).

WORLD MEDICAL ASSOCIATION
Proposed Declaration on Ethical Considerations
Regarding Health Databases and Biobanks
——Development of the draft and future revision process——

Japan Medical Association Auditorium
February 8, 2014

Masami Ishii, MD
Vice—Chair of the World Medical Association
Secretary General of CMAAO

WMA General Assembly, Ottawa Oct. 1998
WMA to support Icelandic Doctors on Fight against Bill.

® The World Medical Association has agreed to support the Icelandic
Medical Association in its fight against an Icelandic Government bill to
establish a central health database for the entire population of Iceland.

® The General Assembly agreed to a request that the WMA Secretary
General should assist the Icelandic Medical Association in seeking to
clarify with the Icelandic Government the incalculable ethical
consequences of the data collection Bill.

Slide 1

Slide 2

WMA General Assembly (Ottawa) Oct. 1998
WMA to support Icelandic Doctors on Fight against Bill
Dr. Torben Pedersen, President of the Danish Medical Association, told,

® The proposed data on patient information would be financed and
organized by a private licensee, possibly a pharmaceutical company, in
return for which the licensee would have a monopoly on the data for
research purposes.

® The database would contain all accessible information on patients from
the Icelandic health system over the past two or three decades.

® He said the ethical risks of this proposal included other researchers being
denied access to the data, the possibility of carrying out a complete DNA
registration of the entire Icelandic population and the risk of individual
patient information being identifiable, thus stigmatizing families and
isolated population groups.

WMA Council Session (Santiago) April, 1999
WMA Confirms Its Cc

1t To Patient Confidentiality

® Having heard representations from both the Icelandic Government and
the Icelandic Medical Association about the creation of a national health
database in Iceland, the World Medical Association has reaffirmed its
commitment to patient confidentiality, the principle of informed consent
and the freedom of scientific research.

® The WMA stands fully behind the position taken by the Icelandic Medical
Association in opposing the Icelandic Healthcare Database legislation
recently passed by the Icelandic Parliament.

® The WMA especially points to the need to protect the integrity of patient
data and to have open access to all scientific data.
The WMA urges all national medical associations and governments to
ensure that science is furthered by continued research that in no way
breaches medical ethics and patient confidentiality.

Slide 3

Slide 4
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RECENT ACTIVITIES OF THE WORLD MEDICAL ASSOCIATION ABOUT HEALTH DATABASES

Joint seminar of WMA and WHO May 2000

"Ethical Implications of Centralized Health Databases*

May 3, 2000
WHO Headquarters, Geneva, Switzerland

® This event has now been planned in conjunction with the World Health
Organization.

® Other international organizations should be consulted to obtain their
views on the ethical implications of Central Health Databases.

® A joint seminar should facilitate both the exchange of information and
the future development of policy by the respective organizations.

WMA Council Session (Divonne Leis Van) May, 2000

WMA to Draw Up Health Database Guidelines

New international ethical guidelines for the development of
centralized health databases are to be drawn up by the
World Medical Association.

The association decided on the need for guidelines after
holding a joint seminar in Geneva with the World Health
Organization, where physicians' representatives from
across the world expressed their concern about the threat
to privacy of patients' records.

Slide 5

Slide 6

WMA Council Session (Divonne Leis Van) May, 2000

Dr. Anders Milton, Chair of the WMA

® |t is essential that to allay public concern about the growing development of
these databases, internationally acceptable guidelines are drawn up to govern
their use.

The public is rightly concerned about whether their right to privacy and
confidentiality is threatened by these databases and whether information about
them as individuals could be misused.

Centralized health databases can make a tremendous contribution to the
improvement of health.

But the public's right to privacy and consent are essential to the trust and
integrity of the patient/physician relationship and we must ensure that these
rights are properly protected.

Any guidelines must address the issues of privacy, consent, individual access
and accountability.

WMA General Assembly (Washington), October 2002
Adoption of the WMA S

on Ethical Considerations regarding
Health Databases

® The privacy of a patient's personal health information is secured by the
physician’s duty of confidentiality.

® Confidentiality is at the heart of medical practice and is essential for
maintaining trust and integrity in the patient-physician relationship.

® The primary purpose of collecting personal health information is the
provision of care to the patient.

® Care must be taken to ensure that secondary uses of information do not
inhibit patients from confiding information “for their own health care
needs, exploit their vulnerability or inappropriately borrow on the trust
that patients invest in their physicians.

® Patients’ consent is needed if the inclusion of their information on a
database involves disclosure to a third party.

® National medical associations should co-operate with the relevant health
authorities, ethical authorities and personal data authorities, at national
and other appropriate administrative levels, to formulate health
information policies based on the principles in this document.

Slide 7

Slide 8

WMA Council Session (Plaque), April 2012

WMA Statement on Ethical Considerations regarding Health
Databases
® As a classification of 2002 policies, this document was considered during
the 191st Council session in Prague, April 2012 to put this document on
“major revision”.
® The Icelandic Medical Association has been appointed as a Rapporteur.
® This document was circulated to NMAs for comment.

WMA General Assembly, Bangkok, 2012

Dr. J Snaedal presented the proposed Revision of the WMA Declaration
on Ethical Considerations regarding Health Databases and Comments,
and proposed that a working group be established to further discuss the
document.

The Council set up a working group to look at the proposed Revision of
the WMA Declaration on Ethical Considerations regarding Health
Databases and Comments.

The constituent members of the WG: Iceland, Denmark, US, Israel,
Australia and Germany.

WMA Bali Council Session on April 2013
WMA Statement on Ethical Considerations regarding Health Databases

Dr. Snaedal, chair of the working group, reported on the activities of the working group.

proposal for consideration, but only for information, reflecting the advancement of the

discussion.

That the WMA D ion on ethical consit
be referred to the Medical Ethics Committee for further consideration.

WMA General Assembly in Fortaleza October 2013

Proposed WMA Statement on Ethical Considerations regarding Health

Databases

® Oral report by Dr. Snaedal, Chair of the WG

® Dr. Snaedal noted that there were several options for defining the scope of the WMA work

in this area.

® The WG Chair made a motion requesting that the WG be instructed to continue its work on

the broad concept of health The motion was app!

Dr. Snaedal indicated that the draft pape presented to the Committee was not the final

regarding health databases

Slide 9
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JMA Conference on Medical Information Technology
Feb. 9, 2014
JMA Auditorium

International Session

® ‘“Centralized Health Databases Lessons from Iceland”

Jon Snaedal, Chair of Medical Ethics Committee of the Icelandic Medical Association
Former President of the World Medical Association

® “ICT and Healthcare in Korea, Present and Perspectives”

Dong Chun Shin, Professor, Dept. of Preventive Medicine Yonsei University College
of Medicine Administrative,
Director, Yonsei University Severance Hospital,
Chair, C i of i ions, Korean
Medical Association
® “Big Data/Analytics and the US Healthcare System: Big Opportunity, Big
Responsibility”

Robert Wah, Presi lect of the ican Medical

WMA Work Group ing on Health D: and
Reykjavik 7. March 2014

Agenda - final draft

09:00 - 09:15 Opening of the morning session
Jon Snaedal, Icelandic Medical Association (IcMA)
09:15 - 09:45 “IT technology in the Medical Service”
Robert Wah, American Medical Association (AMA)
09:45 - 10:15 “Big data, research and ethics”
Mads Koch Hansen, Danish Medical Association (DMA)
10:15 — 10:45 “Use of Health Data in a University Hospital”
Maria Heimisdottir, IcMA
11:00 - 11:30 “Consent in health care and data protection law - Possible impacts of the EU’s
(Draft) Data Protection Regulation on consent in research”
Annabel Seebom, WMA
11:30 - 12:00 “Biobanks, practical use in a divergent society”
Ames Dhai, South African Medical Association (SAMA)
12:00 - 12:30 “Ethical aspects of Biobanks”
Vilhjalmur Arnason, IcMA

Afternoon. Closed session of the WG.

Slide 11

WMA Council Session (Tokyo), April 2014

24-26 April 2014
Hotel Nikko Tokyo

® Thursday, 24 April
Opening Plenary Session of the Council
Medical Ethics Committee
Finance and Planning Committee

® Friday, 25 April
Finance and Planning Committee
Socio-Medical Affairs Committee

® Saturday, 26 April
Council Plenary Session
Conclusion of Council Session

Slide 13

Slide 12
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JMA Conference on Medical Information Technology

The Medical Doctor Qualification Certificate
Project by the Japan Medical Association”

JMAJ 57(2): 65-67, 2014

Kazuhiro YANO!

The development in information technology
(IT) is rapidly advancing in Japan, and its impact
is felt in the healthcare and welfare sectors as
well. Efforts have been undertaken to enhance
care practices by taking advantage of IT through
sharing and analyzing healthcare information.

However, the hasty introduction of IT has
raised concerns with respect to security and pri-
vacy protection. Further, cases of identity fraud,
where unscrupulous individuals pretend to be
physicians, have become a social problem, raising
concern regarding a basic credential system for
medical practitioners.

In response to these circumstances, the Japan
Medical Association (JMA) has been continu-
ously making efforts in developing a safe and
secure environment for healthcare and welfare
by striving to understand the “bright and dark
sides” of IT, given its mandate as an organization
that represents physicians in Japan.

As part of our efforts, we offer the service
of the JMA Certification Authority (JMA-CA).
It is tasked with verifying the status of national
medical license holders, which is the most basic
foundation in this field. This service, which
is interconnected with the Ministry of Health,
Labour and Welfare’s system, enables electronic
verification of the license status of physicians
(Slide 1).

In addition, the JMA Electronic Certification
Center (JMA-ECC) was launched in May 2013
as an affiliated internal organization to manage
the JMA-CA. The JMA-ECC issues smart cards
called Medical Doctor Qualification Certificate
upon strict review of the license status and eli-
gibility of physicians. The JIMA-ECC also offers

support services for the preparation of a safe
and secure IT infrastructure for healthcare infor-
mation using the Medical Doctor Qualification
Certificate cards (Slide 2).

There are two ways to use the smart card:
one is in adding an electronic signature to a
document; and the other is in authenticating
one’s identity when logging in the network sys-
tem (log-in authentication).

As the name suggests, an electronic signature,
or e-signature, enables the cardholder to sign
an electronic document electronically. Adding an
e-signature to a document in the healthcare net-
work system helps prove the authorship of the
signed document as well as the active license
status of the author as a physician. If the content
of an e-signed document has been altered, the
electronic properties of the document will allow
others to detect the changes. This function is

Position of the JMA Certification Authorit;__‘:jhA-CA)
A

The JMA-CA is a certification authority managed according to the certificate policy of the HPKI
(Healthcare PKI) Certification Authority; its existence is stipulated by the Ministry of Health, Labour
and Welfare of Japan. It serves as the security infrastructure connected with the root certification
authority located in the Ministry. It is the core of the healthcare information network in Japan.
T

= [ Ministry of Health, Labour and Weltare
HPKI Root Certification Authority

Verifies the authenticity of e-documents and
check for signs of tampering by using the
network (., It checks whether letters of
referral were actually written by physicians)

‘Verifies the authenticity of
physicians through the network

| (Example 2)
A pass to access
information store

{Example 1}
Issues an e-signed letter of referral

Patients & citizens

Physician

Community Medicine Liaison System

Slide 1

*1 This article is based on the lecture at the JMA Conference on Medical Information Technology held on February 8-9, 2014.

1 Chief Researcher, Japan Medical Association Research Institute, Tokyo, Japan (jmaintl@po.med.or.jp).

JMAJ, March/April 2014—Vol.57, No.2
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Task Overview of the JMA Electronic Certifica

The JMA Electronic Certification Center (JMA-ECC) performs the followil

[ 1. Issues an e-certificate (a smart card with an IC chip) that proves the physician’s license

The key project of the JMA-ECC is to issue smart cards that serve as e-certificates and
proof of identification as well as to help people using the cards.

* Registration and auditing involved in issuing of e-certificates

- N and mai of regi personal i 1 and safety mal
« Support services for installing auditing boards at hospitals and in communities

* Provision of a portal site

+ Other necessary matters pertaining to the issuing of smart cards

[ 2. Prepares a healthcare IT infrastructure that ensures security by actively using the JMA-CA

This project helps communities build secure and safe network infrastructure using IT by
promoting the use of the JIMA-CA and providing a standard means of authentication.
* Prepare an e-signature environment for healthcare documents that complies with the
E-Document Act
« Prepare a standard login infrastructure by p g the i
Certification Infrastructure (single sign-on; S50).

of the IMA Ith

Understanding the General Imag

1. E-signature
It is used In creating documents that require a doctor’s signature/name-stamy
referral, medical certificates, primary doctor’s opinions, prescriptions) for pape
procedures. The power of electronic signature is guaranteed by the Act on Elect
Signatures and Certification Business.

Electronic Referral Esignature
N
No proof of —p~Taro JMA Same validity
the as the hand-
authorship witten letter
Electronic
2. Authentication
A user's identity must be always verified when accessing the community healthcare network. The pro
ion a5 a doctor s especially essential when gaining access to medical records or healthcare
liaison pathways.
Yes, | have the
authentication card Are you really a
that proves my doctor?
ol

* Provide a system that manages JMA Continuing Education points Internet
+ Other matters i with the pr i i necessary o ensure security P
(e.g., security management support) i Patie: database 4
Slide 2 Slide 3

Adding an E-signature to an Electronic Letter of Refe

Preparation

Smart card

Connected 10 3 PC reager

1. Connect the smart card reader to a PC.

2. Place {or raise} the Medical Doctor :
Qualification Certifieate on top of the smart | |
card reader and you are ready to proceed
1o the next step.

Slide 4

crucial in medical practice because such altera-
tions—changes in prescription information when
a physician is notifying patient information
to others, for example—could result in the dif-
ference between life and death for patients. An
e-signature can prevent such an incident.

Another function, identity authentication, is
used when sharing patient information through
IT to verity the eligibility and qualification of
the person accessing the system. If a non-eligible
person can access patient information, the duty
of confidentiality among physicians may be com-
promised. This function is offered as a secure
means to verify the credibility of physicians’
license. The general image of the smart card is
shown in Slide 3, and examples of its use are
shown in Slides 4 and 5.

An example of an e-signature is shown in

Preparation

Smart card.
reader

Connected to a PC

1. Connect the smart card reader to a PC.

2. Place (o raise) the Medical Doctor
Qualification Certificate on top of the.
smart card reader, and you are ready to

proceed to the next step.

Slide 5

Slide 4, which describes the steps involved when
adding an e-signature to a letter of referral pre-
pared using a PC. In Japan, the custom is to use
a name stamp instead of a signature, and as
such, the image here on the sample electronic
letter of referral also uses the image of a stamp.
The e-signature (e-stamp) serves as a guarantee
that a physician wrote the letter, and that the
document has not been tampered with after the
e-signature was added.

In the example shown in Slide 5, the network
system verifies the license status of the user (i.e.,
a physician) when he/she accesses healthcare
information (patient information) through IT.
As shown here, the Medical Doctor Qualifica-
tion Certificate cards issued by the IMA-ECC
are used as secure proof of identification as phy-
sicians within the IT realm.

JMAJ, March/April 2014—Vol.57, No.2



Medical Doctor Qualification Certi

The front of the smart card issued by the JIMA-ECC through th
titled Medical Doctor Qualification Certificate

v

e sz
fody. eSO AL wspCraTion E

FET S ntano  REHHIEA FATMEA L

(Front}

# Asmart card is valid for 6 years

# The information stored in IC chips
(e-certificate) is valid for 2 years

Slide 6

The next slide (Slide 6) shows the front and
back of a Medical Doctor Qualification Certifi-
cate card.

The front bears the name of the card, Medical
Doctor Qualification Certificate, and lists the

JMAJ, March/April 2014—Vol.57, No.2

THE MEDICAL DOCTOR QUALIFICATION CERTIFICATE PROJECT BY THE JMA

cardholder’s information, such as the full name,
date of birth, and physician registration number.
Therefore, through this card, the cardholder can
prove his/her license as a physician not only in
the world of IT but also in daily life by physi-
cally presenting the card to others.

At present, the card is not accepted as
an official proof of identification because it is
regarded as simply a certificate issued by the
JMA. However, we are negotiating with various
other parties and working toward its acceptance
as an official proof of identification for physicians.

Through these efforts, the JMA will continue
to promote and propagate the Medical Doctor
Qualification Certificate cards in both the IT
world and daily practice by offering secure cre-
dentials for physicians. By providing this viable
identification system, we hope to help build
a safe and secure healthcare provision system
in Japan that would protect patients and the
Japanese people at large.
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Centralized Health Databases: Lessons from

Iceland"

JMAJ 57(2): 68-74, 2014

Jon SNAEDAL!

[Slide 2] The Iceland is exactly the size of the
State of Ohio in the United States. 102,000 km?
to be compared with around 380,000km? of

Centralized Health Databases
Lessons from Iceland

Slide 1

Japan. As you can see, the population is dis-
persed along the coast because the inlands
are mostly highlands and glaciers. We also have
volcanic eruptions every 5 years on average,
some of them are small, but others are of inter-
national proportions. I would like to give you
some figures in the demography and history of
the country, which are relevant to these issues.
[Slide 3] The population is small as you can
see; 320,000 individuals, and 8% are foreigners.
It was one of the last countries in the world to
be inhabited by humans. First colonists arrived
around the year 850, and there were no inhabita-
tion of any kind before that time. The origin of the
colonists was believed to be mostly Norwegian,
but it was later confirmed by DNA testing that
they came both from Norway and the British
Iles. Some of them were married and already
brought their wives with them, and others who

BREIDAFIORDUR

won
0

Iceland - demographics

« Population = 320,000, 8% of foreign origin

* One of the last populated countries in the
world, no sign of human inhabitation before
850 a.d.

* Origin of population:
— Males from the Norway
— Females from Norway and from the British lles

Slide 2

Slide 3

*1 This article is based on the lecture at the JMA Conference on Medical Information Technology held on February 8-9, 2014.

1 Chair of Medical Ethics Committee of the Icelandic Medical Association, Képavogur, Iceland (jsn@mmedia.is); Former President of the World

Medical Association.
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CENTRALIZED HEALTH DATABASES: LESSONS FROM ICELAND

Iceland - history

Populated 870 - 930 a.d.
Population in 1000 a.d.: around 60,000

Population figures are based on written
historic descriptions from the 11th century

.

Repeated epidemics and natural catastrophes
caused intermittent decreases in the
population: in 1800 around 50,000

This created genetic founder effect
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o

: : Genetic founder effect

Founder effect: Drastic changes in a population
leads to a more homogen new population
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Centralized Health Database
The idea and background information

To use the exceptional constellation of the
population in research; the homogeneity
formed by the founder effect

The basis are three existing databases inside the
company deCode Genetics

Three databases of deCode Genetics combined to create
new knowledge

Slide 6

were single captured females from Norway and
the British Iles and brought them to Iceland.

[Slide 4] The history of the country, as you
can see, is short. It was inhibited during the
times of 870 to 930. The populations around the
Year 1000 was 60,000. Since then, there were
many difficult times for centuries, and I would
like to dig a little deeper on that.

We have evidence of natural catastrophes
and epidemics on several occasions for centuries,
and the population was diminished by 25-30%
each time. So, the population at around 1800 had
not increased a bit since the original inhabita-
tion. This created what is scientifically known as
a founder effect. [Slide 5] When a population of
humans or other animals is hit by a catastrophe,
the population size diminishes significantly. When
it happens repeatedly, the population experiences
a founder effect, making the population more

JMAJ, March/April 2014—Vol.57, No.2

Slide 7

homogeneous that it originally had been.

[Slide 6] This is the basis of the idea of the
centralized health database (hereinafter referred
to as the CHD)—to use the exceptional constel-
lations of the population in research, and to use
the homogeneity formed by the founder effect
that is very specific in this country. The basis for
this was the existing database inside a private
company called the deCode Genetics, which still
exists as one of the biggest genetics research
facility into the world.

[Slide 7] Inside the company, they established
3 distinct databases, which I will describe further.
These databases can be linked—technically.
However, they are under strict supervision by
the data commission. The situation inside the
company has not created any problems because
they have been working with the Ethical and
Technical Commission, and later with the Data
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The Genealogical Database

“Book of Icelanders”

The database is now in the public domain, everyone
has access

It contains personal information on 830,000 persons
that have lived in the country since the settlement

The data is almost complete 100 years back (96%)
The data is quite accurate 200 years back

The data is fairly accurate 300 years back, since the
first census in 1703

Genetic Database

A Database containing genetic information of individuals
from several seperate projects inside DeCode Genetics
(ca 100,000 samples) in collaboration with clinical
scientists

These projects are not linked within the database without
an explicit consent:
* by those patients that had allowed for extended use and
* by the Data commission

Slide 8

Protection Commission and the Science Ethics
Commission. So there were no problem in this
regard, and many research facilities and compa-
nies follow the same procedure more or less.

I will now describe specific databases in
more details. [Slide 8] The genealogical database
contains not only all living individuals in the
country, but also the information dating 1,000
years back that we have access to. We have
almost complete population data for the 20th
Century. The data are quite good 200 years back,
and fairly good 300 years back since our
first nation-wide census conducted in 1703. This
population data book is called the Book of the
Icelanders and is open to the public; you can
create an account and see to whom you are
related. However, you are only able to look up
from your own perspectives. You cannot look up
2 separate individuals to see if they are related;
so you can never be a third-party. One novelty
that came out of this is a software application
for mobile phones, which became very popular
among young people as a small entertainment in
the evening hours to see who you are related to.
Although it was not the initially intended use
of the data, the application became very popular.
So, this database became very popular in research,
both inside and outside the deCode Genetics.

[Slide 9] The next database is all about
genetics. The company has in-house samples
from about 100,000 citizens, which covers
roughly 1/3 of the nation. There is a statistical
technique called imputation, which can be used
in 2-steps. You can use it by having information
for the whole gene sequencing from an indi-

Slide 9

vidual and extrapolate into other individuals
whom you only have limited amount of genetic
information, a blood sample for example. This
is the first step, and imputation in this manner
is quite secure; it is around 99%. The second
step of imputation is to use, again, the whole
gene screening of an individual, and using that
information along with the genealogy of an
individual of known relationship, and through
imputation you can obtain the genetic constel-
lation of the second individual who is not par-
ticipated in the research. This is now debated
in our Parliament regarding a new legislation
allowing or not allowing this to happen. The
projects that use this genetic database is super-
vised by the Data Commission and the Ethics
Committee, so the use of this genetic database
does not cause any problems.

[Slide 10] The third database contains health
information provided by the individuals partici-
pating in specific research projects. They gave
explicit consent as well as bio-samples and blood
samples, along with their general information.
This, too, does not cause problems because it is
inside the framework of the Data Commission
and the Ethics Commission. However, when it
comes to the CHD, a problem arises.

[Slide 11] The idea of the CHD was first
presented in 1998. The idea was to extend the
database inside the deCode Genetics to incorpo-
rate all health information of every citizens. The
company presented the idea to the Department
of Health with political backup. The politicians
worked for a speedy process inside the parlia-
ment and presented a proposal for a new legisla-
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Health information database of the company

Lifestyle and medical history from each
participant in the various projects

Encrypted data obtained by explicit consent

FEach projects needs approval from the relevant
Research Ethics Committee.

The number of individuals in the genetic as well
as the health information database is around
100,000

Centralized Health Database (CHD)

To extend the database of the company to
include all health information from all health
institutions in the country

* The company presented the idea to the
Department of Health and had political backup of
the prime minister

A proposal for a new legislation was presented
and the plan was for a fast process in the
parliament

* The idea created fierce opposition by the
research community as well as by the doctors

Slide 10

Slide 11

CHD - content

+ Existing as well as new information should be
moved to the database from health institutions.

* Qriginally, the idea was to use all data found in
health records, irrespective of origin. This was
later modified.

* Not only precise data (numbers etc) but also
products from text.

* After processing, information would be sold to
researchers.

* Health authorities would however receive
information for free

Arguments for the CHD

« To create scientific knowledge on health by
using data mining to find unknown
correlations

To create jobs in research
* To create revenues for the society
« To create revenues for the company

Slide 12

tion in the spring of 1998. However, their plan
did not work due to the fierce opposition by
doctors and research committees in general.

[Slide 12] In the proposal of the CHD,
both the existing and future information will
be transferred from health institutions to the
CHD. Some of the information at that time were
already stored as electronic data, but others were
still paper-based. The original idea was quite
far-stretching, attempting to put all information
from heath records—not only the accounts of
doctors but nurses or social workers, and even
hospital priests. But soon, those who proposed
the idea realized that the idea was not practical,
and during the next 6 months, some changes
were made.

The idea was not only to enter numbers,
but also to produce products from text. After
processing inside the database, pieces of infor-
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mation can be sold to anyone who is willing to
purchase and meet the standards. That was to
be accounted for by independent regulatory
committees. One of the most notable event was
that the Minister of Health expelled the existing
Ethics Committee and produced a new one—so
the debate extended to the worlds of research,
ethics, and politics. One of the ideas was for
the health authorities to have free access to the
information; they already had plans of a mutual
health records for the whole population.

[Slide 13] There were some arguments sup-
porting the CHD. It would create scientific
knowledge on health by using various data
mining to find unknown correlations. It will
also create jobs in research communities. It will
create revenues for the society, which was one
of the most popular arguments for the CHD. The
deCode Genetics, of course, will gain revenues
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Arguments against the CHD

Too many practical problems in creating usable information.
Unthinkable for doctors to register information from and of their
patients that a third party would use and sell:
Hence, most doctors were opposing the idea and the
Icelandic Medical Association was supporting them
Difficulties in securing the rights of patients (the consent issue).

Difficulties in securing the information inside the database
(technical issue)

The “battle” against the CHD

* The IcMA was leading the battle but the law
was passed with many changes 6 months later
than the original plan.

* After passing of the legislation, many ethical

and practical issues remained problematic for

the doctors and the battle continued.

IcMA asked for support from the WMA which

subsequently was opposing the idea of the

CHD in the strongest terms.

Slide 14

from the CHD, but this point was not put for-
ward very much in the debate.

[Slide 14] There were also arguments against
the CHD. There were too many problems in creat-
ing useful information. It was quite unthinkable
for most doctors that their patients’ information
will be sold to third-party companies by a pri-
vate company every time they see a patient and
put information in his/her record—just unthink-
able for the majority of them. So, those doctors
fiercely opposed the idea through the Icelandic
Medical Association (IcMA). There were, of
course, the issue of informed consent since it
would be difficult to secure the right of patients.
There were technical issues as well since it would
be difficult to securely store only correct infor-
mation inside the databases.

[Slide 15] So, the battle started. We managed
to delay the legislation by around 6 months,
and the bill was changed drastically from the
original plan. But still, the bill passed, leaving
many ethical and practical issues unsolved.
So, doctors were not confident of its implemen-
tation. The IcMA sought support from the
WMA, this topic received serious consideration
inside the WMA. In meetings after meetings,
committees and workgroups were presented
with this issue, and both the president and
CEO of the WMA visited Iceland twice. The
effort continued for 4 years, until the WMA
adapted the Declaration on Ethical Consider-
ations regarding Health Databases in 2002.

[Slide 16] Allow me to review the informed
consent issues. The deCode Genetics’ first idea
of consent was not to require any consent, but

Slide 15

The consent issue

* First idea:
— No consent

* Second idea:
— Presumed consent. All living individuals could opt out

* The company never accepted the third idea of
informed consent put forward by the IcMA and
others.

* The company lost the case of no consent for
deceased individuals in the supreme court.

Slide 16

it was then changed to presumed consent for the
living individuals. The company never accepted
the third way of informed consent put forward
by the IcMA and others. Then, the company run
into a problem. A daughter to a deceased father
took the case to a court, claiming that she should
be asked whether or not her father’s information
should be entered into the database. She won
the case in the supreme court, which meant that
there is a serious issue in accessing the informa-
tion that were collected from deceased relatives
of living individuals, which are already contained
in the database. That was a huge blow for the
company.

[Slide 17] There were also technical issues.
After the bill passed, the company started to
make contracts with various health institutions
in order to establish the database. Most of them
participated, but some that were reluctant were
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Technical issues

* After passing of the law on the CHD, the company
started to make contracts with various health
institutions and to establish the database.

+ Some health institutions were reluctant to make
a contract on passing over patient information
but were pressed by the health authorities

* The Data commission was following the technical
issues which were more difficult than anticipated

* The Company ran out of money and the CHD was
never realized

Lessons to be learned

* New and bold ideas affecting many should
never be processed fast, there should be time
for reflection and dialog

Ethical issues are particularly vulnerable and
need to be addressed thoroughly

Fierce opposition (needed in this case) create
long time consequences:

— Real progress becomes slower

— Barriers are raised causing unintended problems

Slide 17
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Lessons to be learned - ethics

There are important ethical issues in creating
and using big health databases.

It is important to create a balance between
patient rights for consent/information and
practical issues.

In reality, the practical issues tend to override
patient rights. This needs to be kept in mind.

The people needs to have trust on the
safeguards and use of health data

The situation 16 years later

* The central patient health record planned in 1997 by
the health authorities has still not been realized.

« Data protection is stronger in the health service than in
other sectors of society, sometimes creating problems
and always creating complicated processing.

+ However, the databases that already had a firm ethical
and technical basis and were not questioned are now a
strong basis for research.

Databases are very strong tools for research,

but handle with care!

Slide 19

pressed to participate by the health authorities.
The Data Commission worked hard to find an
acceptable technical solution. But these technical
problems were not resolved after 2 years, and
the company run out of money. So, the CHD in
Iceland was never realized.

So, this is what happened in the past. Now,
let me talk about the lessons to be learnt. [Slide
18] New and bold ideas affecting many should
never be processed fast; there should be time
for reflection and dialog. Ethical issues are par-
ticularly vulnerable, and need to be addressed
thoroughly. Fierce opposition, as in this case,
creates long time consequences. Real progress
in the technical field becomes slower because
there are so many obstacles standing on the way.
Barriers are raised causing unintended problems.

[Slide 19] Ethically, there are considerable
ethical issues creating and using big health data-
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bases, and I know that this has been the main
topic of this seminar in the last 2 days. It is
extremely important to create a balance between
patients’ rights for consent/information and
practical issues. Sometimes, practical issues tend
to override patients’ rights—but we need to
realize this tendency and be aware of the bal-
ance. This was an issue in my country 12 years
back, but it is a hot issue today in some other
countries. For example, the UK government has
plans on population-based health information
databases. In Denmark, there are several nation-
wide databases covering many deceased indi-
viduals, and the government now has a plan to
combine these databases for the purpose of cre-
ating jobs and selling the information. Most
important of all, people need to be able to trust
the safeguards and use of health data. We must
not forget that it is easy to lose trust but difficult
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to regain it.

[Slide 20] Lastly, let me summarize the situa-
tions in Iceland 16 years after the CHD was pro-
posed. It was 1998 that the CHD was planned,
and it is now 2014. The CHD was never realized.
Actually, there were plans in 2007 or 2008 to
reinstate this 10-year old idea, but in another
form. It was not realized because of the eco-
nomic downturn, but the plan is still there, and
it will be reinstated in the coming years. In my

country and some neighboring northern coun-
tries, it seems that data protection in the health
service is stronger than in other sectors of soci-
ety, always creating problems and complicating
a process. However, we also see that some data-
bases have a firm ethical and technical basis.
There are quite many of those, and they were
not questioned.

Databases are very strong tools for research.
But we must handle with care!
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Conferences and Lectures

JMA Conference on Medical Information Technology

ICT and Healthcare in Korea: Present and

Perspectives”

JMAJ 57(2): 75-83, 2014

Dong Chun SHIN!

I believe this topic includes a wide range of
issues, but the time is limited. So, I would like
to refer to the questions that were raised by the
Japan Medical Association to organize my pre-
sentation so that my presentation will be more
relevant to this occasion. [Slide 2] Those ques-
tions were: 1) Present progress of Information
and Communication Technology (ICT) in the
health care area in my country, 2) current status
of privacy and personal information protection,
3) the numbering system, and 4) merits and
demerits of healthcare supported by ICT.

[Slide 3] Upon reviewing these questions, I
have organized my presentation into 3 catego-
ries: 1) Progress of ICT in the healthcare sector
in Korea, 2) current status of privacy and per-
sonal information protection, 3) and the merits
and demerits of ICT in healthcare.

[Slide 4] Now, the first part; the ICT progress

Questions from JMA ‘

1. Present progress of ICT in the health care area in your

country
Current status of privacy protection and personal ‘

information protection including handling of gene
information

3. Use of the citizen numbering system o

4. Merits and demerits of health care supported by ICT

in Korea. Let’s start from 1988. [Slide 5] We
made the national health information network
plan in 1988, however there were not very many

m R -

ICT and Healthcare in Korea, Present
and Perspectives

Dong Chun Shin, MD, PhD

Professor, Dept. of Preventive Medicine
Yonsei University College of Medicine
Chair, Executive Committee of International Relations
Korean Medical Association

Slide 1

Contents

-

Progress of ICT in the health care sector in Korea

rrent status of privacy protection /
Personal information protection

Merits and demerits of ICT in Health care

Slide 2

Slide 3

*1 This article is based on the lecture at the JMA Conference on Medical Information Technology held on February 8-9, 2014.

1 Professor, Department of Preventive Medicine, Yonsei University College of Medicine; Yonsei University Severance Hospital; Chair, Executive
Committee of International Relations, Korean Medical Association, Seoul, Korea (intl@kma.org).
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Slide 4

activities to be implemented at that time. Ten
years later in 1998, the IMF crisis occurred—it
was the first serious economic crisis that Korea
experienced, and it shook our whole country
economically. Paradoxically, joint venture com-
panies of information technology (IT) and ICT
were also formed around this time, and they
were blooming, too. However, most of them
collapsed eventually. Back then, they probably
saw the crisis as the real opportunity, so they
tried again and again. The national slogan in
those years was, “Our country, Korea, cannot get
behind in IT and ICT in the world.” The country
believed that we were behind in industrialization
in the modern society. That drove us to the cur-
rent status, and now, Korea is one of the most
advanced ICT country in the world. The efforts
and experience over the years provide us with
many technological tools. However, we do not
necessarily have enough safetyguards to use ICT
in the health fields. The remote medical training
was legally accommodated for the first time in
2002; I will talk about this topic in the next slide.

[Slide 6] The Ministry of Health and Welfare
of Korea has implemented several actions since
the mid 1990’s. The Health Care Information
Strategy started in 1995, and the medical law was
revised to accommodate the medical remote
medical training in 2002. In 2003, the Ministry
formed the advisory committee for ubiquitous
healthcare system (called U-Healthcare) and
provided some seeding money to develop detailed
plans. The development of the electronic health/
medical records (EMR) system by the govern-
ment started in 2006. However, the private sector

National Health Information Network Plan
+ Research and development level

IMF Economic Crisis
, but ICT ver led U & business failed

+ ICT venture

201N . .
2002 Revision of Medical Law Remote Medical Treatment
« |ICT and healthcare joint venture to be activated

Slide 5

Progress
Ministry of Health and Welfare

1895 : "Health Care Information Strategy” established
2002 : Revision of Medical Law

2003 : Formulated Health and medical information advisory
for U-Healthcare

2005 : Initial budgeting for 64.6 billion won ($ 61 million )
2006-2010 : Electric health records system building Project

2010 : Community demonstration project for prevention and

health promotion by U-healthcare
(ex. Metabolic syndrome care)

Slide 6

like my university hospital, the Severance, had
already developed it in early 2000. In 2005, we
made an ubiquitous system in the Severance
Hospital, which we called the U-Severance. In
2010, the government started conducting some
demonstration/pilot projects to prove the cost-
effectiveness of the ICT use in the healthcare
sector. However, I believe it has not been very
successful so far.

[Slide 7] Owing to the rapid development
of ICT in Korea, most of hospitals and clinics
have the tool to claim insurance reimbursement
using electronic medical record system. [Slide 8]
In addition, we have the drug utilization system
checked by the ICT system to verify the proper
use of drugs.

[Slide 9] Let’s revisit to the law. As I
mentioned in my previous slides, we had the
first revision of the law in 2002 and revised it

JMAJ, March/April 2014—Vol.57, No.2
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Progress
Insurance Claim System

_Inform H n Health Insurance
‘ap Review & Assessment Service

Claim
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Progress
Drug Utilization Review
2.
Check of prescription rhange
- B
Medical i T
Institution 27 Issue of out-of hospital prescription @ | Pharmacy
Y T

fa /f/'
5L i
\ q%’r- &éffi Q-“’:“-' Transfernfmmplete
N ¥ @

@ dwspensmg

H I\ Health Insurance
ﬂw Review & Assessment Service
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Progress |

MEDICAL SERVICE ACT
Article 34 (Remote Medical Treatment)

First in 2002, Revised in 2007.4.11

(3) A person who gives remote medical tfreatment (hereinafter referred to as
“distant doctor”) shall have the same responsibility as when he/she gives direct
medical freatment to a patient.

(4) If a medical person, who has performed medical practice following a distant
doctor's remote medical freatment, is a medical doctor, dentist or an oriental

medical doctor (hereinafter referred to as "local doctor”), and if there is no
obvious ground te believe that the distant doctor is negligent in performing
his/her medical practice, the local doctor shall be responsible fora
notwithstanding paragraph (3).

Lt
S

Slide 9

in 2007 This Medical Service Act Article 34
made the remote medical treatment possible,
and stipulated that a distant doctor who gave
a consultation to a local doctor has the same
responsibility for most treatment of the patient.
However, the recipient doctor—the “local doc-
tor” who may be a medical doctor, dentist, or
oriental doctor—has the primary responsibility,
as stated in the paragraph. So, the local doctor
working in the medical area has the primary
responsibility.

[Slide 10] The Ministry of Health and Welfare
categorized the ICT in healthcare into 3 groups.
The u-Medical is for the rural and remote areas
and targets inmates in prisons, military and police.
The Ministry tried to conduct 5 demonstration
projects until 2009 with other relating ministries
such as the Ministry of Justice and Ministry
of Safety and Public Administration, with the

JMAJ, March/April 2014—Vol.57, No.2

Ministry of Health and Welfare

Present/

Major Projects Management
Total
u-Medical Rural residents, Inmates, 5145 MHW, MOJ, MOSPA,
(Telemedicine) | Military and police ('98-'09) Municipalities
i Seniors, Nursing home
:Silver S N 2/4 | MHW, Municipalities
(Visit Nursing) (06-'08)
. Community Health g
veleas ¥ 20 Municipalities
Promotion('07)

(Home health care)

MOSPA Ministry of Security and Public Administration

Slide 10

cooperation from the municipalities. The second
category is the u-Silver, which allows nurses visit-
ing seniors at home or working in nursing homes
to perform care upon consulting with medical
doctors. The last category is the u-Wellness,
which consists of community health promotion
projects. These are the categories that the Minis-
try of Health and Welfare suggested until 2007,
but they changed slightly in recent years.

[Slide 11] Next, let me talk about what is hap-
pening in the enterprises and institutions. There
are many giant companies promoting healthcare
and ICT. Nowadays, they have commercially
come up with home network solution to help
their business opportunities, and have built EMR
systems for hospitals. The KT, a telecommunica-
tion company, is operating the smart U-Healthcare,
and the LG and KT even transmit biological
data via telephone line. The SK Telecoms is also
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Enterprises and institutions

Company/
Hospital Conteats

[Technology development on health care for business opportunity
‘Home network solutions' launched commercially
Hospital medical ir ion system d project
Develop 'Home health care solutions’ with Intel
Driving ‘Smart U-Healthcare'
Develop biclogical data ission and analysi gy
sk [Participate in a governmental pilot project of home network
Telecom |Providing devices and the patient's illness-checking service
Severance OCS, EMR, wi LAN, and U ce
Hospital [Over 500 oversea-patients care by counseling through U-H

Samsung

LG CNS

KT

Slide 11

Slide 13

operating similar systems, participating in gov-
ernmental pilot projects and devising patient
checking service systems.

Lastly, the Severance Hospital where I work
now already set up order communication sys-
tems (OCS) since 2005—auto-communicating
system, and EMR system, and ubiquitous sys-
tem—that we collectively call the u-Severance.

[Slide 12] Let’s move on to the next slide,
which shows the situation in my hospital, the
Severance Hospital. I would like to start from
its history. We started in 1885, which is 129 years
ago, from a traditional infirmary in a small house.
Now, it has grown to this hospital with 2,000
beds. [Slide 13] It is a modern hospital, and now
we almost finished constructing a cancer hospital
as part of the Yonsei University Severance Hos-
pital System on the other side of the main
hospital. The cancer hospital is almost 70% of

History

@ The Birthplace of Modern Medicine of Korea
® Established in 1885 as Korea's first modern medical institution

1885 2013

Korea's first modern hospital,
Chejungwon

Severance Hospital with over 2,

Slide 12

Yonsei Univ. Health System: 3,111 beds

Gangnam Severance Hospilal
804 beds

Severance Hospital
2,081 beds

Yongin Severance Hospital
118 beds

Slide 14

the size of the main hospital. [Slide 14] We also
have the Gangnam Hospital, which is the main
branch hospital. You may all know about the
Gangnam Hospital; it is located in the Gangnam
area, and we have 12 other small community
hospitals.

[Slide 15] We, the Severance Hospital, devel-
oped our own ICT, called the u-Severance. The
Severance Hospital completed OCS in 1989, and
established u-Severance in 2005 as I mentioned
previously. This u-Severance include OCS, EMR
system, full personal access communications sys-
tem (Full-PACS), wireless local area network,
and smart-card.

[Slide 16] Next category is the current status
of privacy and personal information protection.
Privacy is a big problem in Korea. [Slide 17] The
number of complaint is increasing year after
year; it exceeded 35,000 cases in 2009, which has
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Progress of ICT of u-Severance

2006.6 Launch of partnership hospital system

2005.5 Smart Card / Mobile (PDA)

Foundation for prescription
transmission system in Korea,

D=

Slide 15

Slide 16

Privacy protection problem

Increase in complaints Major Types of Violations
regarding personal information 1. Violation of personal information
and privacy
. Misuse of personal identification

Unit: cases. number

[

w

Improper use beyond initial

[Caoc R " purposes

2005 2006 2007 2008 2009

Slide 17

roughly doubled compared to 2005. Types and
numbers of violations in descending order are:
1) infringement of private information, 2) misuse
of residential identification number by others,
3) transfer of personal information to others,
4) collecting personal information without con-
sent, and 5) various technical mistakes.

[Slide 18] I would like to introduce some
detailed stories from actual cases. Bleach or
theft of personal information has been com-
mitted by non-medical staff, in that they illegally
inspected hospital’s electronic records. Electronic
prescriptions of 4,000 patients in a hospital were
extracted by some clerks. Even the suppliers to
a number of hospitals leaked patients’ medical
information from hospital management pro-
grams. As these examples suggest, there are
many risks.

[Slide 19] So, the Korean government legis-
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Privacy
Leakage of personal information

in the medical field

* Non-medical staff illegally inspected the hospital electronic
medical records

» E-prescriptions of four thousand patients in a hospital
were drawn by some clerk

« Suppliers to a number of hospitals leaked patient medic
information from hospital management program
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Privacy
Personal Information Protection Act, 2011

+ Data exportation was strictly limited in order to prevent leakage of
personal information

« Data coding: resident ID number - randomized secret code

* New randomized number should be given during clinical trials

= The same principle applies genetic research
— Biosthics and Safety Act, revised 2013
— Institutional Review Board

Slide 19

lated the Personal Information Protection Act in
2011, which strictly limits data exportation. One
critical change that became mandatory was the
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change in the numbering system; it was changed
from the resident identification numbers to the
randomized secret codes. A new randomized
number should be given for a clinical trial, as
well. The same principle also applies to genetic
research. The Bioethics and Safety Act was
revised in 2013, and the monitoring by the Insti-
tutional Review Board is strictly enforced.
[Slide 20] In the Bioethics and Safety Act,
it states that any research involving human sub-
jects requires consent in writing, and that their
personal information should be anonymized. So,
the law was made to effectively protect people’s
privacy. [Slide 21] Under the randomized num-
bering system, we cannot see any personal infor-
mation in the computer system; only dates of
visits and some other numerical data. [Slide 22]
The consent form for genetic research also has
been strengthened, [Slide 23] and the target
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has been expanded to include not only genetic
research but also the delivery of human bodies
including genes.

[Slide 24] The last category is the merits
and demerits of healthcare supported by ICT in
Korea. I believe that Japan also has a similar
healthcare system to Korea. [Slide 25] We have
several challenges in our society for delivering
good healthcare to the people. The number of
people with chronic disease is increasing, and the
concerns on wellness and prevention are rising.
People demand proper assessment and good
quality, as well as efficient healthcare delivery.
Consumers are empowered, ICT is rapidly
developing nationwide, and we all live in the
aging society. These factors demand new ways
of healthcare delivery. We all agree to that, but
how can we achieve it?

[Slide 26] The government is always con-
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Merits and demerits
Challenges to Healthcare delivery in Korea

Increasing

Slide 25

Merits and demerits
Government

Soaring medica
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cerned about the soaring medical expenditure
because it is ever increasing. They also care
about the healthcare industry because it should
be one of the major growth engine for next
generation’s society. The government tries to
provide high-quality healthcare to the people
anytime, anywhere, although it is very difficult
to achieve.

[Slide 27] How about private enterprises?
I believe that enterprises have now become the
major stakeholders in ICT and health care fields
in every nation. Enterprises say that the ICT
introduction in our healthcare system will reduce
the healthcare expenditure by reducing the indi-
rect costs such as transportation and labor time.
They also say that it will bring new business
opportunities, increase efficiency, and advance
the health care industry.

[Slide 28] According to the data of the Min-
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3 Reduce unnecessary
health care costs
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istry of Trade, Industry and Energy, the cost of
ICT in 2010 was about 3 billion USD, but it is
estimated to increase to 10 billion USD in 2020.
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Merits and demerits

technologies

vulnerable
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So, there is a 7 billion USD worth of market
waiting for the enterprises, and they are well pre-
pared to fill in this growing market. That is why
the ICT development is now one of the most
critical issue in Korea.

[Slide 29] However, medical practitioners
believe that ICT should be regarded as an aux-
iliary tool, and that the excessive development
of ICT can damage the doctor-patient relation-
ship. The doctor-patient relationship is an irre-
placeable feature of healthcare that cannot be
replaced by ICT. [Slide 30] In addition, the
patient safety should be the utmost importance.
Medical practitioners and staff have certain
professional responsibility. ICT itself is very vul-
nerable against hacking, for example. ICT may
provide patient data, but face-to-face patient
care is very important. The ICT-oriented health-
care can lead to improper services, which can

Slide 30
M Merits and demerits
ATy Cost-effectiveness
issues related

No definite evidence that U-
Health brings improvement of
healthcare so far
In terms of cost reduction, there
is no conclusive evidence

B Trying to find evidence in the
third world
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increase costs, too. [Slide 31] We should also
consider the issues of equity, such as technologi-
cal accessibility or the care for vulnerable group.
Another global concern is the ‘brain drain’ issue
from the third to the first world. The excessive
advancement of ICT in the first world could
force the third world to stay in the low-level
heath care.

[Slide 32] Countries around the world have
carried out cost-effectiveness studies associated
with the ICT implementation. There have been
no definite evidence of its cost-effectiveness, and
the study on health care cost in European coun-
tries concluded in 2008 that the evidence was
insufficient. In the developed countries, limited
enforcement in education and training is the
limiting factors. [Slide 33] So, the ICT companies
tried to find evidence in the third world, but
the third world has serious transition issues. The
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Issue transition

= Third world should be equipped with substantial health care infrastructure
needed to improve their own health

+ However, introduction of u-Health dilutes the substantial needs on their own
healthcare

Merits and demerits |

Alternatives for limited options suggested

by government
Clinic / Hospital Patient Category
Chronic illness (Hypertension, Diabetes), Mental iliness
Local clinic only Disabled

Island or mountainous area

Post operation care

Hospital and Clinic
Military, Inmates

Specific clinic only Domestic Violence, Sexual assault
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Merits and demerits |

The opposite of the medical profession
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third world requires substantial improvement
in healthcare infrastructure, but the introduction
of u-Health would dilute their own healthcare
needs. So, they faced a completely different
problem.

[Slide 34] In view of the situation in other
countries, the Korean government proposed spe-
cific categories to start the ICT implementation.
In their plan, they will start at local small clinics
for patients with chronic illness or disabilities
or those who live in remote areas. At hospitals
and large clinics, they will start from the patients
who require post-operation care and the people
in special institutions such as the military. The
government also proposed to work with specific
cases involving crime at specific clinics, such as
domestic violence or sexual assault.
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[Slide 35] However, the Korean Medical
Association (KMA) strongly opposed these ideas
as the tele-medicine that the government is pur-
suing damages the fundamental aspect of health
care, which requires face-to-face interaction
between patient and physician. KMA is particu-
larly against the current tele-medicine system
because issues such as patient safety and legal
liability were not assessed or examined during
the preparation process.

KMA believes that patient safety, efficacy
and legal liabilities related with tele-medicine
are issues that cannot be compromised because
it involves public health and the physician’s pro-
fessional rights. In particular, tele-medicine that
allows the involvement of private companies
such as health management service providers
should never be permitted.

As you may know, healthcare endorsement is
quite low in Korea compared to the quality of
care provided. Roughly speaking, Korean medi-
cal doctors work 3 times more for 3 times less
income when compared to the OECD averages.
General people in Korea are very much satisfied
with their current situation, and the Ministry of
Health and Welfare is proud of establishing and
managing this good health care system—but
medical doctors have to take on all the burdens
in Korea. So, in the future ICT issues in Korea,
we will have to be wise enough to come up with
a win-win situation for the government, patients,
and medical practitioners such as ourselves.

Thank you very much — Arigatou Gozaimashita.
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[Slide 2] As Dr. Shin of the Korean Medical
Association mentioned, we were given several
questions to answer in our presentations. I will
also try to follow along the same questions that
the JMA provided to us, the American Medical
Association (AMA).

As way of background, I am a reproductive
endocrinologist dealing with infertility and hor-
monal disorders in women. I live in the Washing-
ton DC, and I practice at the National Institute
of Health in the Walter Reed National Military
Medical Center in Bethesda, Maryland. I have
spent my entire career taking care of women
and their healthcare needs, and I have become
very active in the area of Health IT in the last
10 years or so. I was the Associate Chief Infor-
mation Officer through the US Department of
Defense, where I worked as the lead doctor for
the IT section, taking care of 10 million patients
in 65 hospitals and 450 clinics worldwide. In 2005,

I was loaned out of the Department of Defense
to the Department of Health and Human Ser-
vices, where I was the first Deputy National
Coordinator for Health IT for the United States.
In that role, I was the Chief Operating Officer,
setting up a new office in the United States,
called the Office of the National Coordinator for
Health Information Technology. As the Chief
Operating Officers, my job was to set up the new
office, develop the strategy for the United States
for the use of Health IT across the country. We
had a new office with very little money—and we
said “we have big dreams and no money.” I'll tell
you later what happened at our office.

In 20006, I left that office and retired from the
military after 23 years on active duty service in
the United States Navy. I am currently the Chief
Medical Officer at the Computer Sciences Cor-
poration. We do about $2 billion of work per
year in Health IT around the world, and some

Robert Wah, MD
President-elect
American Medical Association

What is happening to health care in United States
as information-communication technology (ICT)
progresses?

«Present progress of ICT in the health care area in
United States

«Current status of privacy protection and personal
information protection including handling of gene
information. A problem of general consent should
be also included.

- Use of the citizen numbering system
+Merits and demerits of health care supported by ICT

Slide 1

Slide 2

*1 This article is based on the lecture at the JMA Conference on Medical Information Technology held on February 8-9, 2014.

1 President-Elect, American Medical Association, Chicago, lllinois, USA.
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Transforming Healthcare with Better Information for Better
Decisions

Quality of care is improved with better information — saving lives and money

- Patients make better decisions about their care, their physicians, and
their health

+ Physicians make better decisions for their patients

+ Government makes better decisions about quality of care,
biosurveillance, Medicare utilization and integrity, and transparency

- Payers make better decisions about benefits, features and services to
offer plan members, promoting weliness and better care, controlling
costs, and developing new outcomes-based reimbursement models

» Life Science workers make better decisions to produce more useful
clinical trials and laboratory findings

Three Waves of Health IT Investment: Health Information
Exchanges (HIEs), Electronic Health Records (EHRs) and Tools
for Health Analytics

Health IT Investment Over 10 Years: $150B
Ongoing Regulatery and Policy Changes

[ Pilots " Standards

Implementation of EHRs
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of the largest deployments of electronic medical
records were done by my group. We deployed
electronic records to 2,500 outpatient clinics in
the United Kingdom, taking care of 35 million
citizens all on the same electronic health record
system. So, this is the basis by which I present
this information to you, not only about the
United States but also about the global work in
Health IT.

[Slide 3] It’s my belief, from my experiences,
that the role of Health IT is that it can actually
transform healthcare by delivering better infor-
mation for better decisions. Everybody in the
healthcare space can use better information.
Patients need better information. Doctors need
better information. Government and insurance
plans need better information. Researchers need
better information to find new discoveries to
help us take better care of our patients.

Technology, I believe, is a tool that helps us
as doctors take better care of our patients. Dr.
Shin talked about the concerns about interfering
with the doctor-patient relationships. We as phy-
sicians must make sure that we use technology
as another tool, just like we do in the operating
room or in the clinic to take better care of our
patients. We must not let the technology take
over us. We must remain masters of the technol-
ogy and use it as another tool to help us take
better care of our patients.

Let me talk about what has happened in
the United States in the last several years. As
I said, I set up an office called the Office of
the National Coordinator in Health Informa-
tion Technology in 2005. I left the office in 2006.
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In 2009, the United States passed a new law
called the Health Information Technology for
Economic and Clinical Health Act (a.k.a., the
HITECH law), and that office that I started
in 2005 was given $2 billion USD to do its work.
I did not have $2 billion when I started the
office in 2005—the budget was much, much
smaller than that. In 2009, we also passed a law
to provide incentive money for doctors and
hospitals to move from paper records to elec-
tronic records.

[Slide 4] I made this slide around 2009,
which describes what would happen over the
next 10 years in the hi-tech path. I expected
3 waves of investment to happen in Health IT.

First, there is the investment in electric health
records (EHRs), where we are going to invest
somewhere in the neighborhood of $30 to $40
billion to get doctors and hospitals off of paper
records and onto digital records. That is still hap-
pening today; doctors can qualify for between
$40,000 and $60,000 per doctor to leave paper
records and move to electronic records. Hos-
pitals are given incentives in the order of $2 to
$10 million to go from paper records to digital
records. So, in total, something on the order of
$30 to $40 billion will be spent on the migration
from paper records to digital records. Now,
the Office of National Coordinator also has
$800 million to a billion to network these digital
records together into what we call the Health
Information Exchanges, or HIEs, which is the
second wave of the investment. So now, we are
going to get off of paper onto digital records, and
we are going to network those records together

HEALTHCARE INFORMATION TECHNOLOGY AND UNITED STATES HEALTHCARE
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and form these HIEs. It was my belief in 2009,
that we are going to see the third wave of invest-
ment happen right around now. Now that we
have digital information that are networked
together, we would want to analyze that infor-
mation and support decision-making to help
physicians take better care of their patients. The
first 2 waves have already happened, and now,
we are starting to see the rise of the third wave.

[Slide 5] It is also my belief that we are seeing
an intersection and overlay of 3 major technolo-
gies. One is Health IT, and the second is a new
technology called Cloud Computing. The third
technology, and a very important component of
this intersection, is what I call cyber security or
technology, to prevent the release or hacking of
information. Our patients is in the middle of this
intersection, and we should never forget that
that is why we are doing all these things—we are
not doing our work for technology sake, we are
doing it so we can take better care of our patients.

[Slide 6] Let me break each one of those inter-
sections down, and just talk briefly about what
each means to me as a practicing physician using
technology to take better care of my patients.
Cloud Computing has a lot of different mean-
ing to a lot of different people. In many ways,
it involves being able to episodically use just the
right amount of computing power that you
need—not too much, and not too little. It also
means that information is now much more fluid
and moves around in new ways that we never
were able to do before. In the old classic, there
was a big box inside of a big building, called a
computing center. Now, with Cloud Computing,

Slide 6

the computing can happen very far away from
where the user needs to have the information.
By separating where the computing happens and
where the user utilizes the information, it gives
us many new opportunities to change the way
we use information and take care of our patients.

One example of that is, all of our devices—a
computer in your desk or a handheld in your
pocket—now can serve as a window or a viewer
into the computing activity, which can be happen-
ing hundreds or thousands of miles away from
where you are using the information. So, as I
said before, there is a continuum now. It could
be a desktop computer or a borrowed computer
of your aunt’s house. You could be in the office
or a hotel or at an airport. You can be on your
handheld or tablet. It does not matter where you
are; you have access to new information because
these devices are just a viewer into the comput-
ing that is happening somewhere else.

Let me change gears now, and talk about
cyber security. Dr. Ishii and Dr. Snadal both
mentioned our concern of our patient’s privacy,
of the important information that they have
given us. We, as physicians, have always been
what I call data stewards. Our patients come
to us, and they tell us some of the most confi-
dential and private information about their lives.
They do that very willingly because they trust us
as physicians, to hold that information private
and confidential. They know that telling us that
private and confidential information will help
us take better care of them. So, for centuries,
physicians have been entrusted with private and
confidential information. We, as physicians, must
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Medical Data Breaches Cost Billions

- 71 percent of health care organizations
suffered a data breach in the last year

« Data breaches in US alone Cost between
84.2 billion and $8.1 billion a year, or an
average of $6.5 billion

« Most breaches were the result of
employees losing or having their IT
devices stolen or other unintentional, but

il-advised, employee action according to
49 and 41 percent of respondents

« Shoddy security from pariners and providers, ing business
1o 46 percent of participants, was another significant reason

» Once a breach is discovered, 83 percent of hospitals reported it taking one to two
months to notify affected patients. Nearly a third, or 29 percent, admitted that breaches
lead to cases of identity theft, up 26 percent from the previous year
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continue to protect our patient’s private and
confidential information, even though that infor-
mation has now left paper and is now on a dig-
ital platform. I will tell you, however, that now
that we have moved to a digital platform, there
are new threats to the privacy and confidentiality
of patient information.

When we used paper to keep patient infor-
mation, we had to try to keep it private inside
our offices or inside our hospitals. That was
thought to be fairly private. If you think about
it, however, in some ways paper records are not
protected very well because there is no record
of who looks at a piece of paper. Anybody—the
doctor, the nurse, the front desk clerk, or even
the janitor who works in the building—can look
at a paper record, and there is no trace of that.
So, in some ways electronic records give us a
new layer of protection, because we can protect
the digital information by making sure there are
digital footprints by anybody who looks at a
digital record.

Now, some of the things that we talk about
in terms of privacy and security are along the
lines of protecting the patient’s private informa-
tion. For example, I am an obstetrician gyne-
cologist, so many women are very concerned
that their reproductive history may get out. If
they have had pregnancy termination or sexually
transmitted diseases, it can be potentially very
embarrassing and damaging if this information
gets out. In other specialties, for example if a
patient is on a psychiatric medication or has had
counseling for psychiatric diseases, it is often
very concerning for patients if that information
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were released.

So, patients are very concerned about
breaches. If you ask them about digitalization of
healthcare or Health IT, their number one con-
cern is that their health information will show
up on the internet. We have all seen that credit
card information can show up on internet, but
health information can be very much more dam-
aging if it is exposed. If your credit card shows
up on the internet, it is a big problem, but a
solvable one. It might take a couple of years,
tons of phone calls, and many hours of work, but
you can overcome the damage of your credit
card information showing up on the net. How-
ever, if your critical health information, i.e., your
diagnosis of HIV infection, the fact that you
are on psychiatric medication, or the fact that
you have a sexually transmitted disease, shows
up on the internet, that is a bell you cannot
un-ring. Patients know that, and they are very
afraid. So, they expect us in the health field to
take very, very careful care of their private and
confidential information. So, that is one part of
privacy and confidentiality about the Health IT
movement that we are seeing.

Now, I will tell you that there is a whole
another side to that. [Slide 7] This is a list of
some of the medical data breaches that have
occurred in the United States in 2011. It is very
widespread and expensive. Just very recently
in the United States, we have heard a lot about
organized crime trying to break in and get credit
card information. In the holiday season in the
last winter, a major store in the United States
called Target had somewhere between 40 and
100 million records stolen by criminal elements
who wanted to gain access to the financial infor-
mation in those credit cards and debit cards.
I believe it made the newspapers everywhere
around the world. In healthcare, those same
criminal elements are trying to get your health
information as well. They do not care about your
diagnosis of HIV or your sexually transmitted
history; their interest is in the street value.

[Slide 8] On the street, the criminals can sell
credit cards for about a dollar per credit card
number, but they are currently selling health
records for $15 to $20 per record. Health records
are much more valuable than a credit card num-
ber, because a health record is so rich in infor-
mation about a patient that you can create a
very strong identity with that health information,
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Health Care Industry Is A Primary Target for
Thieves and Regulators

+ Represents one of the largest global
repositories of sensitive personal
information

« All services targeted
— Health Care Providers
— Health Services
— Life Sciences
— Health Insurance

+ Regulators require
— Controlling access to patient
medical and personal data
— Transaction accountability

Security Enables Healthcare
Increasingly Healthcare Companies Are Viewing Security and Privacy as
Technologies that Enable Better Patient Outcomes

= Security enables integration
- Security enables information analysis

- Security enables interoperability
~ With other institutions
— With pharmacies and
pharmaceutical manufacturers
— With payment systems
— With regulators and licensors
- Security enables mobility
- Security enables patient access

= Security enables regulatory
compliance

- Security is NOT just a cost
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and with that strong identity you can earn much
more in financial fraud than you can with a
single credit card number.

So, we are now under attack in healthcare
by the same criminal elements that are attacking
financial information, and we in healthcare need
to start utilizing the same industrial-strength
technologies that are used in the financial sys-
tem. Granted, those technologies are not very
good, because we still see breaches like we saw
at Target where 40 to 100 million records were
accessed. Nevertheless, across healthcare we are
not anywhere close to the cyber security levels
that banking and financial institutions use, and
we in healthcare need to start thinking about
the fact that we are under attack by the same
criminal elements that those financial institu-
tions are being attacked by. My point is, we need
to be mindful of our role as data stewards in
protecting the privacy and security of our patient’s
information, not only for their health reasons
but also to fight against these criminal elements
that are seeking to attack the massive informa-
tion that we have built up in healthcare.

[Slide 9] My last comment about security and
privacy is that many people see privacy and
security as a burden, as one more thing they
have to do, and that it is a cost. Let me try to
make a different argument for you. At the com-
pany I work at CSC, we protect the secrets for
all the 3-letter organizations in the US govern-
ments, such as the CIA, the NSA, and the FBL
The cyber security experts of my company tell
me that we need to think of security not as a
burden but as an enabler, because without secu-

Slide 9
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rity we will not be able to have a network. If
patients are concerned that we do not have
adequate security, they will stop giving us infor-
mation. Then, the networked electronic digital
platform we talked about will cease to exist, and
all those benefits that we hope to reap from
having access to that information will go away.
We need to think of security as an enabler that
makes patients, doctors, and governments com-
fortable in having a networked digital informa-
tion system. So, we need to stop thinking about
security or privacy as a burden or cost. We need
to consider it as an enabler that gets us where
we want to be, which is having networked digital
information available to help us take better care
of our patients.

I want to switch gears now because we
were asked to talk about genetic information.
[Slide 10] This is a slide presented by the National
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Institute of Health, one of our premier research
institutes in the United States, which describes
the rapid decline in the costs of performing
genetic analysis. We use this line that represents
the Moore’s Law as the reference. He was one
of the co-founders of the Intel Corporation that
makes the chips in many computers. A long time
ago, he made a statement that every 2 years the
computing capacity on chips would essentially
double. For years and years, this Moore’s Law
has almost been like the law of gravity—every
2 years, our computing power has doubled. If
you think about it, that is a tremendous achieve-
ment. We have never doubled anything every 2
years except for computing power.

Let’s look at what we have been able to do
in genetic analysis. The cost of performing a
DNA sequencing has dropped precipitously in
just last 7 or so years, to the point now that there
is a new proliferation of companies and activities
based on the fact that we can get very rich infor-
mation from genetic analysis. [Slide 11] I will
show a series of slides very quickly to give you
some examples. I do not have the time to go into
a lot of detail, but I wanted to show you some
of the activities that are happening around the
United States. The Veterans Administration,*?
which is for all the people who have left the
military, are seeking to get the DNA from 1 mil-
lion veterans to start a DNA database of a mil-
lion veterans. There is an international project
called 1000 Genome Project,” which is starting
a library of genetic analyses from 1,000 people

Slide 12
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with diseases to compare against when we find
out the genetic makeup of other individuals. The
FoundationOne** is another group that specifi-
cally started looking at cancers to find out if
we can tell the genetic makeup of a cancer cell
in order to figure out what is the best treatment
for that cell—not all the other ones, just that one
particular cell. [Slide 12] The Partners Health-
care®® is a hospital system at the Harvard Medi-
cal School, and they are now offering services
that are based on the entire genome analysis of
a patient. The Illumina*® is another group that is
seeking to help doctors take better care of their
patients with a definitive genetic analysis of the
entire genome.

[Slide 13] Now, I want to switch to another
slide, which talks about what patients think

*2http://www.va.gov/; *3http://www.1000genomes.org/; *4http://foundationone.com/; *5http://www.partners.org/; *6 http://www.illumina.com/.
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about their own private information. As I said
before, patients are very concerned about their
information showing up on the internet. How-
ever, there are some interesting activities on the
patients’ side, which tell me that there is a change
in the way we need to think about patient’s
information as well. The first example I would
like to share is a company called 23andMe.*”
They send you a small kit in the mail, and you
take a swab of your inside cheek and send it
in, and for $99 they will give you a genetic analy-
sis not of your entire genome but just certain
parts of it. They were just asked to stop being
a healthcare advisor, and they are now only
allowed to tell you about your relatives that
have the same kind of genetic changes that you
have. So, patients now have the ability to obtain
genetic information about themselves and their
families for $99.

This group here, Registrations for All, or
RegdAll®,*® is a company where patients are
willingly giving information. It is not necessarily
genetic information; it can be a history of their
diseases, their surgeries, or their medications.
Patients share those information to see if there
are other patients like them who can share
information, and figure out how their disease,
either chronic or serious, can be bettered by
sharing information with others.

The last one I would like to mention is a
company called PatientsLikeMe,*® which was
started by an engineer of the Massachusetts
Institute of Technology (MIT) whose brother
had been diagnosed with a fatal disease called
amyotrophic lateral sclerosis. As those of you
in neurology know, this is a fatal, debilitating dis-
ease, where you lose the function of your muscles
very gradually at first but then very rapidly, so
you can no longer move or speak, and ultimately
you can no longer breathe. The brother started
a website because he was very frustrated that
there were no good therapies for his brother’s
fatal disease. So, he started up a website called
PatientsLikeMe, and other patients with this
unusual and fatal disease started posting very
personal information. They would post their X-
rays, blood test results, and doctor visit summa-
ries—to help see the other patients out there
who had the same disease, that maybe others
had a different outcome or a new success.

Under the Microscope | Genetic tests and doctors’ views
As Costs Plunge... Doctors See Value...
s eapenaaofscpenciog s s 525 erome e -
5200 milloa -

-
R TR ~3
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Slide 14

This MIT engineer adamantly believes that
privacy laws are killing patients every day. He
says that the fact that we keep all this informa-
tion private rather than sharing is killing other
patients around the world. In his belief, interest-
ingly, the last thing you worry about when you
are sick is the privacy of your information. So,
when you have a fatal cancer or disease that you
know it is going to kill you, the last thing you
care about is whether or not other people know
your private information. In fact, at that point,
he encourages to share all your information, and
see if others in the world have had a same dis-
ease but had more success than you have with
other medications or other therapies. So, this
website is a very open website where people
share their most personal information, down to
the degree of what they ate for breakfast or
what their temperature was at noon. They are
putting all up on the website, in the hope that
somebody else could benefit from it or some-
body would give them advice to help them. So,
it is a total change in the way we see privacy and
security. I believe that the difference is in the
status of your own health; when you are healthy,
you have a different perspective on privacy and
security than when you are sick, especially with
a fatal disease.

[Slide 14] This is a quick chart about what
doctors in the United States think about genetic
testing when asked by the Wall Street Journal.
The first thing you see is how rapidly the cost of
genetic analysis has plunged, even faster than

*7 https://www.23andme.com/; *8 https://www.reg4all.org/; *9 http://www.patientslikeme.com/.
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AMA Policy on Genetic and Genomics

- D-460.971 Genome Analysis and Variant Identification Our AMA:
(1) encourages payers, regulators and providers to make clinical
variant data and their interpretation publicly available through a
system that assures patient and provider privacy protection; and
(2) encourages laboratories to place all clinical variants and the
clinical data that was used to assess the clinical significance of
these results, into the public domain which would allow appropriate
interpretation and surveillance for these variations that can impact
the public’s health. (Res. 519, A-13)

+ H-65.969 Genetic Discrimination and the Genetic Information
Nondiscrimination Act Our AMA: (1) strongly opposes
discrimination based on an individual's genetic information; (2) will
pursue and support legislation intended to provide robust and
comprehensive protections against genetic discrimination and
misuse of genetic information; and (3) supports education for
health care providers and patients on the protections against
genetic discrimination currently afforded by federal and state laws.
(CSAPH Rep. 7, A-13)

AMA Policy (Continued)

- H-460.905 Clinical Application of Next Generation Genomic
Sequencing 1. Qur AMA recognizes the utility of next-generation
sequencing (NGS)-based technologies as tools to assist in diagnosis,
pragnosis, and management, and acknowledges their potential to
improve health outcomes. 2. Our AMA encourages the development
of standards for appropriate clinical use of NGS-based technologies
and best practices for laboratories performing such tests. 3. Our AMA
will monitor research on and implementation of NGS-based
technologies in clinical care, and will work to inform and educate
physicians and physicians-in-training on the clinical uses of such
technologies. 4. Our AMA will support regulatory policy that protects
patient rights and confidentiality, and enables physicians to access
and use diagnostic tools, such as NGS-based technologies, that they
believe are clinically appropriate. 5. Our AMA will continue to enhance
its process for development of CPT codes for evolving molecular
diagnostic services, such as those that are based on NGS; serve as a
convener of stakeholders; and maintain its transparent, independent,
and evidence-based process. (CSAPH Rep. 4, 1-12)

Slide 15

the Moore’s Law would have predicted. This
chart stopped in 2012 at $7000, but we believe
the cost of a genome analysis would be a $1,000
or less in the next 12 to 18 months. That shows
how rapidly the cost is coming down. So, genetic
analysis will give us a whole new suite of infor-
mation we never had before, which we can use
to take care of our patients. These other charts
are about what doctors think about in terms of
genetic testing in particular.

[Slide 15] Now, I want to switch the topic
and talk about the policies that we made at the
AMA, specifically in the area of genetic testing
and the use of information. I believe it falls into
a couple of main areas. One is, we obviously want
to be very careful that clinical information about
genomes does not become too private and too
proprietary, where a company is going to start
making money because they have genetic infor-
mation that they only share if you pay for it. We
want to make sure that the genetic information
is a much more open and shared, so that all of
society can benefit from new discoveries in the
area of genetic testing and genetic information.
We also want to make sure that our patients are
not discriminated against. Many times genetic
information does not tell you exactly what is
going to happen to you, but it might tell you
that you are at increased risk of suffering a cer-
tain disease. So, there is a concern that patients
will be discriminated against for having certain
genes. If you have a gene that says you are at an
increased risk for a disease, employers may fire
you, or the insurance company may stop insuring
you or may charge you more for your insurance.
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We consider that discrimination simply based on
your genetic makeup is possible, and it concerns
us very much.

[Slide 16] Another AMA policy I have here,
again, talks about making sure that we as physi-
cians embrace this new technology in a way
that will help us take better care of our patients.
That means training our new doctors in medical
school, our existing doctors in practice today, and
the rest of the medical industry about how we
can really take advantage of this new source of
information about our patients. So, this is a quick
summary of some of the major policies that we
made in the area of genetics at the AMA.

[Slide 17] In summary, let me just talk about
what I see in the future of IT in healthcare. I
believe that we are all going to start forming
what I call the Grand Healthcare Platform,
which is in the main circle at the middle of the
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Slide 18

slide. It is not a physical place or a physical thing;
it is a virtual pool of information. All of us in
healthcare —patients, doctors, nurses, specialists,
hospitals, labs, societies, manufacturers, govern-
ment—are around the main circle. Everybody
will want to contribute to the pool and take out
different information from the pool, but we will
be in and out of the pool all the time. The arrows
pointing to and from the pool are the pipes that
get us to and from this pool of information, and
this is where I believe we can build industrial-
strength cyber security to make sure that appro-
priate use of this pool is enforced. We have

all the ethical and legal considerations that
were mentioned by the 2 previous speakers. We
need to make sure that the access to this pool is
very controlled and secure, in both getting the
information in and out. However, this pool of
information is not going to be one big database
or one big computer in the sky. It is going to
be information in multiple places, but we can
assemble it together as if it is one virtual pool
using technology.

Soon, we will be going in and out of the pool
to help us take better care of our patients. It may
be to coordinate the care of our patients across
specialists, learn new discoveries about how to
take care of chronic or lethal diseases, or allow
our patients to participate in their own care
in ways they never were able to do before. So,
this virtual pool of information is forming today,
and we never would have been able to have that
so long as we had health information solely on
paper. We are living in an age that the paper-
based system is giving away to a new digital
system, and that digital system is now networked
together forming this virtual pool of information.
It is incumbent on us to use the cyber security
technology to protect the virtual pool of infor-
mation, or else the patients will not let us have
it anymore. That is where I believe we are head-
ing very quickly.
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Abstract

This paper clarifies essential issues regarding conflicts between public car insurance and public medical insur-
ance in Japan, presenting the findings of an international survey to detect similar problems in other countries
and discussing possible options for the resolution of these problems. Three essential issues are important to
note: (i) Different prices between the two systems of public insurance provide stakeholders with the irrelevant
incentive to apply public medical insurance in the case of car accidents; (ii) Public medical insurance some-
times covers medical expenses due to car accidents, although it should not cover them in principle; and (iii) The
costs are imposed on tax payers unconsciously when people use public medical insurance for car accidents.
Five findings were obtained from the international survey: (1) Most countries have compulsory car insurance;
(2) Private insurance companies manage the financial affairs of compulsory car insurance in most developed
countries; (3) Fault for casualties is not considered in the compensation of medical expenses in most countries;
(4) Japan is unique in that people can choose between the two systems of public insurance; and (5) Prices
for the same medical services differ between the two systems of public insurance in only a few countries. In
consideration of the above findings, we provide five options for the resolution of this issue from the viewpoint
of victim relief.

Introduction

In Japan, two systems of public insurance can
be selectively used for covering the medical
expenses of casualties in car accidents: public
car insurance (Compulsory Automobile Liability
Insurance) and public medical insurance (Health
Insurance, which provides universal coverage).*'
The two systems of public insurance are based
on different laws. This choice of two systems of
insurance is specific to Japan, and the situation
brings about conflicts of interest among stake-
holders related to the two systems of insurance.
Some stakeholders have an irrelevant incentive
to apply public medical insurance in the case of

a car accident in order to reduce the costs of
public and private car insurance. People incur
transaction costs through opportunistic behav-
iour due to this situation (Coase 1937; William-
son 1985).2% In principle, car insurance should
cover the medical expenses of car accident casu-
alties. Thus, the conflicts arising from the choice
of two systems of public insurance inflict costs
on public medical insurance.

Certainly, the flexible choice is beneficial to
casualties of car accidents because the two options
enable them to easily cover medical expenses.
In particular, fault for casualties should be con-
sidered and counterbalanced in Japan. Under
the current system, the application of public

*1 The current public medical insurance system in Japan has a three-tier structure, consisting of Health Insurance, Worker’s Accident Compen-
sation Insurance (WACI), and Compulsory Automobile Liability Insurance (Ishii and Hayashi 2010).1 This paper focuses on issues regarding
conflicts between Health Insurance (public medical insurance) and Compulsory Automobile Liability Insurance (public car insurance).

1 Japan Medical Association Research Institute, Tokyo, Japan (jmaintl@po.med.or.jp).

2 Shiga University, Shiga, Japan.
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medical insurance reduces the charges for casu-
alties because the patient charge is 10-30% of
the total medical expenses under public medical
insurance. In addition, the amount of compen-
sation may be maximized by using public medi-
cal insurance to cover medical expenses and
public car insurance for consolation money and
leave compensation, especially when the perpe-
trator of a car accident does not have private
car insurance.

Nonetheless, there are complicated conflicts
among stakeholders due to the choice of two
systems of public insurance. Let us examine
three conflicts here. First, the prices of medical
services differ between public car insurance and
public medical insurance. Prices in the case of
the application of public medical insurance are
lower than those in the case of the application
of public car insurance. Therefore, those respon-
sible for paying medical expenses have the incen-
tive to apply public medical insurance rather
than public car insurance.

Second, public medical insurance sometimes
ends up covering medical expenses that it should
not cover, although public car insurance should
cover them in principle. When public medical
insurance is used for covering these expenses,
relevant documents on notification of ‘injury
and sickness by a third party act’ should be sub-
mitted by casualties. Casualties, however, have
little incentive to submit these documents. If
they do not submit them, the medical expenses
covered by public medical insurance cannot be
charged to public car insurance. Thus, there are
conflicts amongst the private insurance compa-
nies that are responsible for the management of
finances for public car insurance and public
medical insurance associations.

Third, there are conflicts between the ulti-
mate financial contributors in the two systems
of public insurance. Public medical insurance is
financed by both insurance fees and taxes, while
pubic car insurance is financed by insurance fees
only. If public medical insurance pays for medi-
cal expenses that public car insurance should
cover in principle, tax payers implicitly incur the
costs without their realizing.

The purpose of this paper is to: (i) clarify
essential issues regarding conflicts between pub-
lic car insurance and public medical insurance in
Japan; (ii) present the findings of an interna-
tional survey to detect similar problems in other

countries; and (iii) discuss possible options for
the resolution of these problems.

Problems Regarding Conflicts between
the Two Systems of Public Insurance

Impacts of conflicts

In this section, we show that the problems regard-
ing the conflicts between the two systems of
public insurance are not trivial. We calculate
the annual costs that are inflicted on public
medical insurance that should in principle be
covered by public and private car insurance. The
annual costs that are inflicted on public medical
insurance due to these conflicts can be estimated
at approximately 11.8 billion Japanese yen. In
the following, we describe the process of estima-
tion in detail and then consider its significance.

To begin with, let us calculate the annual total
medical expenditure due to car accidents. Based
on available data (General Insurance Rating
Organization in Japan 2012), the average medi-
cal expense per car accident is 165 thousand yen,
and the annual number of casualties of car acci-
dents is 1,287,521.# Thus, we can estimate that the
annual total medical expenditure is approxi-
mately 212.4 billion yen.

Next, we estimate the annual total medical
expenditure that is applied by public medical
insurance. Based on the same data (General
Insurance Rating Organization in Japan 2012),
5.5% of the casualties of car accidents are hos-
pitalized.* According to Japan Medical Associa-
tion data (2012), 58.1% of inpatients and 17.2%
of outpatients use public medical insurance in
the case of car accidents.® Thus, the annual total
medical expenditure that is covered by public
medical insurance is approximately 41.3 billion
yen.

Inpatients:

6.8 billion yen=212.4 billion yen X 0.055 X 0.581
Outpatients:

34.5 billion yen=212.4 billion yen X 0.945x0.172
Total:

41.3 billion yen = 6.8 billion yen +34.5 billion yen

Finally, let us estimate the annual costs that
are inflicted on public medical insurance when
official documents on notification of ‘injury and
sickness by a third party act’ are not submitted.
Unfortunately, no data on the rate of unreported
documents is available, but according to Japan
Medical Association data (2012), the proportion
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Table 1 Overview of the two systems of public insurance in Japan

Compulsory Car Insurance System
(Jibaiseki-hoken)

Source of revenue Premium
Annual revenue 805 billion JPY
(FY 2011)

Insurers . f .
(including Kyosai*)
Car owners

The Insured (based on each vehicle)

Insurance benefits =l EEE

Prices of medical services
the government

Private non-life insurance companies

(often by service in reality)

Determined by hospitals and clinics, not

Public Medical Insurance System
Premium

Tax
Out-of-pocket payments by patients

42 trillion JPY
(FY 2013)

Legal public insurers

Residents/employees and their
dependents

By service

Determined by the government

*Kyosai is considered to be a scheme, formed by residents in the same region or persons engaged in the same occupation, which
provides a certain amount of benefits from the pooled financial contributions of the members in the case of disaster, death or accident
(Financial Services Agency website: http://www.fsa.go.jp/en/refer/ins/kyosai.html).” It differs from other private insurance companies

in that it is a not-for-profit organization.

of medical institutions that do not make casualties
aware of the need to submit these documents is
28.6%.5 Assuming that this rate is equivalent to
the rate of unreported documents, the annual
costs that are inflicted on public medical insur-
ance can be estimated to be approximately 11.8
billion yen. Importantly, these costs should in
principle be covered by public and private car
insurance.

The estimated costs are not large compared
with annual total medical expenditure in Japan.
They should, however, be compared to the
finances of individual health insurance organi-
zations, because many of these organizations
have recently suffered deficits due to the recent
sharp increase in medical expenditure. The costs
—approximately 11.8 billion yen—are equivalent
to the annual management costs of the largest
health insurance association (Japan Health Insur-
ance Association). This implies that eliminating
these costs could save the annual management
costs of Japan’s largest health insurance associ-
ation; and that is why these costs cannot be
ignored.

History of the two systems of public
insurance

The two systems of public insurance to cover the
medical expenses of casualties of car accidents
were enacted and executed in Japan in the early
1960s. The compulsory car insurance system
(Jibaiseki-hoken) has been fully provided since
1955 and the public medical insurance system
has been fully provided since 1961 by individual
laws.*? Table 1 provides an overview of the two
public systems in Japan.

Soon after the two public insurance systems
were established, a problem arose. Which sys-
tem should be applied for covering the medical
expenses of casualties of car accidents? In some
cases, hospitals and clinics explained to patients
that public medical insurance could not be
used for casualties of car accidents. However, the
government legally accepts individual choices
between the two systems.

On October 12, 1968, the Ministry of Health
and Welfare (MHW) issued an administrative
notice stating that public medical insurance
could be utilized for casualties of car accidents.
This poses two implications: (i) The Health Insur-
ance Act stipulates that legal public insurers of

*2 |kegami et al. (2011) describes the institutional framework and the history of public medical insurance in Japan.®
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public medical insurance can claim for the
expenses of medical services caused by a third
party act against private insurance companies
managing the financial affairs of compulsory car
insurance; and (ii) The Health Insurance Act
implies that the Japanese government allows
individual choices between the two systems. If
casualties choose to use public medical insur-
ance, the insurer of public medical insurance
covers the medical expenses temporarily and then
claims for the expenses against private insurance
companies.

In response to the MHW administrative
notice, in 1969 the Japan Medical Association
(JMA) publicly announced that public car insur-
ance should be used in principle. The JMA pro-
vided two reasons for this. First, medical care
for the casualties of car accidents should be
categorized as disaster medicine. Medical care
for casualties of car accidents is different from
general medical care covered by public medical
insurance because it is a form of disaster medi-
cine. Second, the legislative intent of the compul-
sory car insurance system should be respected.
The first priority of the system is to save casual-
ties of car accidents. Therefore, compulsory car
insurance and other private car insurance should
be applied to cover the medical expenses of
casualties of car accidents without the temporary
use of public medical insurance (Japan Medical
Association 1969).8

The issues regarding the two systems have
historically been controversial. On August 9,
2011, the Ministry of Health Labour and Wel-
fare (MHLW) issued another administrative
notice, which stated that public medical insur-
ance could be used for illness and injuries caused
by crimes and car accidents. This implies that
the government officially accepts individual
choices between the two systems. In contrast, the
JMA has consistently insisted that public car
insurance should be prioritized in principle. In
response to the administrative notice, the JMA
broadly communicated its own stance to local
medical associations.

Differences in the prices of medical services
between the two systems of public insurance

In addition to the historical controversy described
in the previous section, the difference in the
prices of medical services between the two
public systems further complicates the problem.

If public medical insurance is used, the prices
of medical services are publicly stipulated in
advance. In contrast, in the case of compulsory
car insurance, the prices are flexible depending
on hospitals and clinics; prices are usually higher
for the latter.

In the 1980s, the prices of medical services
when using compulsory car insurance provoked
a social problem. In 1984, the Committee of
Compulsory Car Insurance, an advisory body to
the Minister of Finance, pointed out that the
amount claimed for medical services against
compulsory car insurance by some hospitals and
clinics was extremely high. The committee also
recommended that the stakeholders (the JMA,
the industry group of private non-life insurance
companies, and the General Insurance Rating
Organization in Japan (GIROJ)) should provide
a standard price list for medical services under
compulsory car insurance.

In response to the recommendation, the JMA,
the industry group of private non-life insurance
companies, and the GIROIJ cooperated in creat-
ing a standard price list and presented this list
to the committee in 1989. The JMA and the
other stakeholders have attempted to promote
the list, because the price list has no legally bind-
ing force. As of 2013, 46 out of 47 local medical
associations in Japan have officially accepted the
list, and approximately 70% of hospitals and
clinics have adopted it. The prices of medical
services on the list are approximately 44 % higher
than those stipulated by the government when
using public medical insurance.

Results of International Survey
Analysis

This section explains the main findings of an
international survey conducted by the authors.
Table 2 shows an overview of the survey. The
objective of the survey was to understand the
institutional design of public insurance systems
for covering the medical expenses of casualties
of car accidents in major countries. Question-
naires were sent to 19 countries by e-mail and
fax on July 4, 2013, and responses were received
from 12 countries by September 30, 2013.

Is car insurance compulsory?

Table 3 shows whether or not the 13 countries
have compulsory car insurance systems. Almost
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Table 2 Overview of the international survey

To comprehend the institutional design of public insurance systems

Objective for covering the medical expenses of casualties of car accidents in
major countries.
19 countries
(Australia, Brunei, Canada, China, France, Germany, India, Indonesia,
Italy, Korea, Malaysia, New Zealand, Philippines, Singapore, Taiwan,
Subjects Thailand, U.K., U.S., and Vietnam)
Responses were received from 12 countries
(Canada, China, France, Germany, ltaly, Korea, Malaysia, Philippines,
Taiwan, Thailand, U.K., and U.S.)
Questionnaire
Method (Questionnaires were sent to medical associations or government

agencies in the 19 countries by e-mail and fax on July 4, 2013, and
responses received from 12 countries by September 30, 2013.)

Table 3 Is there compulsory car insurance in your country?

3
7]

Japan
Canada
China
France
Germany
Italy
Korea
Malaysia
Philippines
Taiwan
Thailand
U.K.

PANCHONONONONONONONONONONGC

us.

No

Notes

There is no compulsory car insurance
only in the state of New Hampshire.

all of the countries (except the state of New
Hampshire in the United States) have com-
pulsory car insurance systems. It is possible to
say that compulsory car insurance systems are
universal systems for motorized societies.

Who manages the financial affairs of
compulsory car insurance?

Table 4 shows who manages the financial affairs
of compulsory car insurance in the 13 countries.
Governments are responsible for the financial
management of compulsory car insurance in
Thailand and Malaysia, whereas private insurance

JMAJ, March/April 2014—Vol.57, No.2

companies are responsible in Japan, Canada,
France, Germany, Italy, Korea, the Philippines,
Taiwan, and the United Kingdom. Private insur-
ance companies and state-owned companies
manage the financial affairs of compulsory car
insurance in China. In the United States, it
depends on the state. Japan is not unique with
regard to private insurance companies managing
the financial affairs of compulsory car insurance.
Managing the financial affairs of compulsory car
insurance through private companies might be
an efficient method in advanced countries that
have highly developed insurance industries.
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Table 4 Agents who manage the financial affairs of compulsory car insurance

Private insurance

Governments companies

Japan O
Canada

China O
France O
Germany O
Italy O
Korea O
Malaysia O

Philippines O
Taiwan O
Thailand O

U.K. O
u.s. O ©)

Others Notes

o State-owned insurance companies
also manage financial resources.

Table 5 Fault for casualties in car accidents

Reduced only when

Reduced by the rating blame of
the fault for casualties is higher
casualties than the specified
criterion

Japan O

Canada

China O

France

Germany O

Italy O

Korea

Malaysia O

Philippines

Taiwan

Thailand O

U.K.

u.s. — —

Not reduced

It is complicated and depends on
the case under consideration.

Fault of casualties in car accidents

Table 5 shows how the fault for casualties in car
accidents is handled in the 13 countries. In China,
Italy, and Malaysia, the amount of compensation
is reduced by the extent of the fault for the

casualties. In Japan, Germany, and Thailand, the
amount of compensation is reduced only when
the extent of the fault for casualties is higher
than the specified criterion. The amount of com-
pensation is not reduced in Canada, France,
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Table 6 Relationship between the two systems of public insurance

Either
compulsory
car insurance
or public
medical

Compulsory  Public medical

car insurance insurance

insurance can

be used

Japan O

Canada

China

France
Germany
Italy

Korea

Q|©|C|©| ©

Malaysia — — —

Philippines

Taiwan

Thailand

UK. O

Us.

Both

compulsory
car insurance
and public
medical
insurance can
be used

Acute care treatment is provided
by public insurance, and

O rehabilitation and long-term care
tends to be provided by car
insurance.

There is Social Salvation Fund in
Road Traffic Accident.

— = Unclear.

Either of the two public insurance
O systems is adapted to specific
cases. Details are not clear.

Either of the two public insurance
O systems is adapted to specific
cases. Details are not clear.

Public medical insurance is used
O if the medical expenses exceed
the compulsory insured limit.

If you are eligible under Medicaid/
Medicare that is used first and
supplemental private insurance is
used second, and if you are not
eligible under Medicaid/Medicare,
private car insurance is applied.

Korea, Taiwan, the Philippines, or the United
Kingdom. In the United States, it depends on the
case under consideration. The way of dealing
with the fault for casualties differs among the
respondent countries, but countries that do not
consider fault for casualties in the compensation
of medical expenses are in the majority. It may
be appropriate that in Japan the fault for casual-
ties should not be considered in the compensa-
tion of medical expenses in public insurance.

Relationship between the two systems of
public insurance

Table 6 shows the relationship between the two
systems of public insurance in the 13 countries.

JMAJ, March/April 2014—Vol.57, No.2

In Japan, it is possible to choose either compul-
sory car insurance or public medical insurance.
In China, France, Germany, Italy, and Korea,
only compulsory car insurance can be used.
China has the Social Salvation Fund in Road
Traffic Accident. In the United Kingdom, only
public medical insurance can be used. In Canada,
the Philippines Taiwan, and Thailand, both sys-
tems can be used, with either of the two public
insurance systems being adapted to specific cases.
As the United States has no universal health
insurance coverage, the system is complicated:
if you are eligible under the Medicaid/Medicare
systems, they are used first and supplemental
private insurance is used second; if you are not
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Table 7 Differences in prices of medical services

The price The price in
in the case the case of
Exactly of using using public
the same compulsory medical
car insurance insurance
is higher is higher
Japan (@)
Canada O
China O
France O
Germany O
Italy @)
Korea
Malaysia O
Philippines = = =
Taiwan O
Thailand O
U.K. @)
(UASH @)

There are
differences in
price. Which is

higher depends

on the kind
of medical
service

Compulsory car insurance
covers all cases.

The prices between the two
public insurance systems are

O equal in clinics, but the price in
hospitals is higher in the case of
using compulsory car insurance.

It is conceivable that compulsory
car insurance covers all cases.

Difficult to answer.

NHS covers all cases.

eligible under Medicaid or Medicare, private car
insurance is applied. Relationships between the
two public insurance systems depend on the
country, but Japan is quite unique in that people
can choose between the two systems of public
insurance.

Differences in the prices of medical services
Table 7 shows the differences in price for the
same medical services between the two systems
of public insurance in the 13 countries. The
prices are exactly the same in China, France,
Germany, Italy, Malaysia, Thailand, the United
States, and the United Kingdom. The price in the
case of public car insurance is higher in Japan,
Canada, and Taiwan. Korea has a complicated
pricing system: the prices under the two public
insurance systems are equal at clinics, but the
prices at hospitals are higher when compulsory
car insurance is used. In addition to Japan, there
are several countries— Canada, Taiwan, and
Korea—where there are differences in price for
the same medical services between the two sys-

tems of public insurance. Japan is not necessarily
unique in the world in this respect.

Discussion

Interpretation of the results of
the international survey

Let us summarize the results of the international
survey. First, almost all countries have a com-
pulsory car insurance system. Second, most
advanced countries entrust private insurance
companies with managing the financial affairs
of compulsory car insurance. Third, the way of
handling fault for casualties differs among coun-
tries, but the majority of countries do not con-
sider fault for casualties in the compensation of
medical expenses. Fourth, Japan is unique in that
people can choose between the two systems of
public insurance. Fifth, in addition to Japan,
there are several other countries where prices
for the same medical services differ between the
two systems of public insurance. Japan is not
necessarily unique in the world in this respect.
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To begin with, it is incontrovertible that pri-
vate insurance companies manage the financial
affairs of compulsory car insurance. Apart from
this point, it is possible to formulate options. It
may not be necessary to consider fault for casu-
alties in the compensation of medical costs in
the case of car accidents. Next, being able to
choose between the two systems of public insur-
ance in the case of car accidents may not be a
good idea. Furthermore, there is an alternative
for equalizing the prices of medical services
between the two systems of public insurance.
Five specific options are discussed after the next
section.

Essential issues that should be resolved

Three essential issues that should be resolved
were detected. First, different prices under the
two systems of public insurance provide stake-
holders with irrelevant incentives to choose
public medical insurance in the case of car acci-
dents, although public and private car insurance
should be applied in principle. Prices under pub-
lic medical insurance are lower than those under
public car insurance. Therefore, those responsible
for paying medical expenses have the incentive
to apply public medical insurance rather than
public car insurance. In this case, private insur-
ance companies and individuals at fault have
the rational but inappropriate economic incen-
tive to apply public medical insurance in the
case of car accidents. If the current system under
which people can flexibly choose between the
two systems of insurance is maintained, the
prices between the two systems of insurance
should be equalized in order to avoid providing
irrelevant incentives.

Second, medical insurance ends up covering
irrelevant medical expenses if official docu-
ments of notification of ‘injury and sickness by
a third party act’ are not submitted. Casualties
are legally required to submit official documents
of ‘injury and sickness by a third party act,” but
it is difficult to ensure that they do so simply
because they are victims of car accidents and are
suffering from injuries. Under the current situa-
tion, not all cases are appropriately reported. In
the end, public medical insurance incurs the
costs of medical services provided to casualties
of car accidents, although public and private car
insurance should cover these costs in principle.
Hence, the expenses that public medical insur-
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ance initially covers should be automatically
reimbursed by public and private car insurance
when public medical insurance is applied first in
the case of car accidents.

Third, the party who ultimately covers medi-
cal expenses differs between the two systems of
public insurance because the financial contribu-
tors to each system are essentially different. The
financing of public medical insurance comes
from insurance fees and taxes, while the financ-
ing of pubic car insurance comes only from
insurance fees. If public medical insurance is
used, the costs are inflicted onto tax payers in
addition to insurers in public medical insurance,
not onto insurers in public and private car insur-
ance. It is an unfair situation that imposes these
costs on tax payers without their realization.

Options for resolving the conflicts

Based on the essential three problems that need
to be solved, this paper provides five options for
the resolution of these conflicts. The first option
is simple: forbid the use of public medical insur-
ance in the case of car accidents. When car acci-
dents happen and people need to cover the
medical expenses of casualties, public and pri-
vate car insurance should be applied from the
beginning. In this case, different prices between
public medical insurance and public car insur-
ance do not matter because public medical
insurance cannot be used for car accidents. The
irrelevant economic incentive to apply public
medical insurance to car accidents disappears
in this option. You should be only concerned
with the problem of asymmetric information
between medical service providers (hospitals
and clinics) and demanders (payers), because
prices can be flexibly set by individual hospitals
and clinics when car insurance is applied. Car
accidents are emergencies; thus, casualties have
no time to lose in obtaining information on
prices. Fault-offsetting may impose unexpectedly
large costs on casualties. In addition, if public
medical insurance can never be utilized in the
case of car accidents without exception, casual-
ties will suffer from lasting medical costs after
public and private car insurance ceases to cover
them. Public medical insurance should be applied
after the application of car insurance has ended.
However, insurance companies would still have
the irrelevant economic incentive to terminate the
application of car insurance as soon as possible.
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Under the second option, public medical insur-
ance is always applied, even in the case of car
accidents. However, car insurance should cover
medical expenses in principle. Thus, the costs
that public medical insurance covers should be
completely reimbursed by car insurance. Casual-
ties submit claims to insurance companies for
the costs that they pay as out-of-pocket expenses.
Public medical insurance associations submit
claims to insurance companies for the costs that
they cover without the submission of notifica-
tion of ‘injury and sickness by a third party act.’
Under this option, prices should be public prices
provided by the government under the public
medical insurance system.

The third option is based on the current sys-
tem. The only difference is placing premiums
on public fixed prices under the public medical
insurance system when medical expenses are
reimbursed by private insurance companies.
Basically, the reimbursement is executed only
after notification documents on ‘injury and
sickness by a third party act’ are submitted by
casualties. Under this system, not all the reim-
bursements may be made. Therefore, premiums
should be provided in order to deal with such
risks for public medical insurance. Premium
prices should be determined according to real
data on risks.

Under the fourth option, prices of medical
services under public medical insurance and car
insurance are made exactly the same. If prices
are the same, no stakeholder has the inappro-
priate economic incentive to prioritize public
medical insurance under any circumstances.
However, in this case, there is still the risk that
notification documents on ‘injury and sickness
by a third party act’ will not be reported by
casualties. We may need to combine the second
or third option with this fourth option in order
to counteract this risk. Furthermore, we must
also consider political issues, because the prices
for medical services in the case of car accidents
are made lower for political reasons—a situation
that may be repulsive from the viewpoint of
medical service providers.

The final option is that car insurance does
not cover medical expenses for casualties. Instead,
car insurance focuses on the payment of consola-
tion money, leave compensation, and compensa-
tion for residual disability. Under this option,
public medical insurance needs to cover medical

costs for casualties. Therefore, the insurance fees
for car insurance should be lower than the cur-
rent level. Alternatively, systems for transferring
funds from car insurance to public medical insur-
ance in advance are required.

Selection from among the five options above
should be politically determined. However, the
third option seems most realistic, considering the
current status of the systems. It may be possible
to adopt the third option more easily.

Limitations of international comparisons

A questionnaire survey is not necessarily the
best way to consider an ideal system. The
purpose of an international survey is to inter-
nationally compare and realize implications for
considering the research issues. It is hard to iden-
tify directly which is the best system on the basis
of international survey analysis. Fundamental
considerations of what is the best system in the
context of each country are required.

In particular, the issue that this paper mainly
discusses is unique and specific to Japan, because
it is only in Japan that it is possible to choose
between the two systems of insurance in the case
of car accidents. Consequently, respondents in
each country seemed not to have completely
understood this main issue when they filled out
the questionnaire. We therefore need to interpret
their answers carefully and add notes in some
cases.

Conclusion

This paper clarifies essential issues concerning
conflicts between public car insurance and public
medical insurance in Japan, presents the findings
of an international survey to detect similar prob-
lems in other countries, and discusses possible
options for resolving these conflicts.

Three essential issues were identified. First,
applying prices under the two systems of public
insurance provides stakeholders with irrelevant
incentives to choose public medical insurance
in the case of car accidents, even though public
and private car insurance should be applied.
Second, medical insurance incurs irrelevant
medical expenses when notification of ‘injury
and sickness by a third party act’ is not sub-
mitted. Third, if we use public medical insurance,
the costs are imposed on tax payers uncon-
sciously; it is unfair.

JMAJ, March/April 2014—Vol.57, No.2



CONFLICTS BETWEEN PUBLIC CAR INSURANCE AND PUBLIC MEDICAL INSURANCE IN JAPAN

Five findings were obtained from the inter-
national survey. First, almost all countries have a
compulsory car insurance system. Second, pri-
vate insurance companies manage the financial
affairs of compulsory car insurance in most
developed countries. Third, the fault for casual-
ties is not considered in the compensation of
medical expenses in most countries. Fourth,
Japan is unique in that people can choose
between the two systems of public insurance.
Fifth, there are several countries in which prices
for the same medical services differ between
the two systems of public insurance.

This paper provides five options for resolving
the conflicts between public car insurance and
public medical insurance in Japan. First, the
application of public medical insurance in the
case of car accidents is prohibited. Second, con-
versely, public medical insurance to car accidents
is always applied. Third, premium prices on
medical services provided under public medical
insurance are set when the medical costs are
reimbursed by private insurance companies,
based on the current system. Fourth, the prices
of medical services between the two systems
of public insurance are equalized. Finally, medi-
cal expenses for care accident casualties are
never covered with car insurance; instead, car
insurance covers the payment of consolation
money, leave compensation, and compensation
for residual disability. The five options above
would contribute to the solution of the issues.
The third option seems most feasible, consider-
ing the current conditions.

JMAJ, March/April 2014—Vol.57, No.2

Focus should be placed on victims’ compen-
sation because the risks of car accidents are
intrinsically prevalent in motorized societies.
From this perspective, further discussions are
required to improve the insurance systems.
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Introduction

We would like to report on the Junior Doctors
Network (JDN) Meeting held in conjunction
with the 2013 World Medical Association
(WMA) General Assembly in Fortaleza, which
we were given the opportunity to attend as prac-
titioners representing junior doctors in Japan.
The meeting preceded the opening of the WMA
meeting and took place on the 14th and 15th
of October in Fortaleza, the capital of Cear4, a
northeast state of Brazil.

JDN History

Approved at the WMA conference in October
2010, the JDN is the world’s first international
platform for young medical practitioners around
the world. The goal of the JDN is to provide
a forum for experience-sharing, policy discus-
sion, and project/resource development on issues
of interest to junior doctors, including (but not
limited to) global health, postgraduate training,
safe working conditions, and physician migration.
The new organization presently has members
in about 50 countries. In Japan, the domestic
version of the JDN was launched in 2013, ini-
tiated by young doctors and the members of the
Medical Student Subcommittee of the Japan
Medical Association (JMA). The group has
just recently become active, with 21 young Japa-
nese doctors registered as members. In 2013,
one of the member doctors attended the WMA
General Assembly in Indonesia in April, and

another member took part in the Confederation
of Medical Associations in Asia and Oceania
(CMAAO) meeting held in India.

JDN Meeting Report

For the JDN’s two-day meeting in Fortaleza,
21 members from 11 countries, including Japan,
joined the activities. On the first day, represen-
tatives from participating countries introduced
their current JDN activities and issues they are
facing. In this meeting, members from Canada,
Jamaica, Korea, Turkey, Germany, Brazil, and
France made presentations and shared their
experiences. Except for Turkey, which estab-
lished their JDN as an entirely new organiza-
tion, all participants were representatives of
existing groups for young doctors. One presen-
tation which impressed us greatly was the one
by Canada, which also has the Canadian Asso-
ciation of Interns and Residents (CAIR), an
organization representing about 8,000 residents
nationwide. This group is engaged in activities
such as medical education and policy/advocacy,
as well as physicians’ well-being, and has already
implemented a large number of projects. At
the time of the presentation, the organization
was carrying out the Annual Survey of Cana-
dian Residents, a questionnaire survey evaluat-
ing practitioners’ well-being in terms of various
aspects, such as working hours and working
environments, mentorship, career counseling,
and employment opportunities. We found their
activities and organization particularly inspiring

1 The Hokkaido Centre for Family Medicine, Hokkaido, Japan (c.mishima@hcfm.jp).
2 Teine Family Medicine Clinic, Hokkaido, Japan (kazuhiro_abe_1215@ybb.ne.jp).
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as a guiding reference for our future activities
in Japan. The participants then went through a
review of WMA policy then presented their
member country’s respective statements and
discussed them. Among the topics concerning
human sexuality, a policy statement asserting
that homosexuality is not a disease but within
the scope of nature (normality) attracted an
extremely lively debate. The depth of social,
cultural and religious differences among the
participating countries, some of which legally
prohibit homosexuality, left a strong impression.
The participants were then briefed on cur-
rent JDN activities regarding the “Well-being
Policy White Paper,” “Global Health and Ethical
Implications,” “Global Survey: Postgraduate
Medical Education,” and “Workforce Policy
Paper,” as well as the JDN’s participation at
various international conferences. In particular,
a Working Group on Patients” Well-being has
been established within the JDN; this working
group has been very active and formulated
a policy statement. This policy proposal was
approved by the WMA General Assembly, and
it was decided to carry on the discussion within
the framework of the WMA. Also, during this
session, the Japanese and Korean JDNs took the
initiative in proposing that a JDN meeting be
held in conjunction with the WMA Mid-term
Council Meeting to be held in Tokyo in April
2014, which was approved by the Assembly.

JDN Election Term for 2013/2014

On the second day of the JDN meeting, exec-
utive members of the JDN were elected. Prior
to this event, the organization announced the
election and called for candidates through the
JDN mail magazine, and the candidates’ profiles,
(including Motivation Letters and CVs), were
shared online. As some candidates were unable
to attend the meeting in Brazil, the organizer
arranged an online system through which par-
ticipants could ask the candidates questions. This
time, Korean and Myanmar representatives were
elected from the Asian region, promising further
involvement of the region in JDN activities.

The JDN’s Challenges and Future
Prospects

Exchanges during the JDN meeting suggested
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that young doctors across the globe share largely
the same problems, such as working hours and
labor environments. In this sense, it seems very
beneficial for junior doctors to step beyond the
boundaries of their specialties to work and voice
their opinions together on the JDN platform.
At the same time, however, the organization has
issues in terms of its operational structure. The
group is still young and therefore is immaturely
structured, with no clear divisions between dif-
ferent roles. This makes it difficult for the orga-
nization to coordinate its activities with outside
establishments. Future JDN meetings will focus
on the importance of the meeting itself.

As for the JMA-JDN (Japan Medical
Association-Junior Doctors Network), the group
is currently working on three core activities:
establishment of a structured affiliation between
the organization and the JMA; promotion of JDN
visibility; and implementation of Annual Survey
targeting junior doctors. Through its Annual Sur-
vey, the group aims to identify the concerns and
preferences of young doctors in Japan regarding
their work, living, and study environments and
make policy proposals based on these findings as
the consensus of the young generation. JDN has
members across the country, and these members
are in regular contact through online and actual
face-to-face meetings to discuss these issues.

With regard to the JDN meeting in Tokyo
scheduled for April, as the host of event, the
JMA-JDN is committing itself to making the
meeting an opportunity for the IMA-JDN to
establish close ties with Asian countries and
strengthen the network between Asia and the
world. Through this event, we expect that more
young practitioners in Japan and Asia will
involve themselves in JDN activities, identify
common problems and concerns shared among
them, and voice these issues within the interna-
tional community in order to promote the pres-
ence of the organization. Although the history
of the JDN has only just started, its activities
have great potential to connect young doctors
across the world. Through policy making, learn-
ing about other countries’ medical systems and
practices, and researching and studying abroad
within the new framework, the future JDN will
be able to provide young doctors with a new
platform of learning. As for the JDN-JMA, it
will expand its activities as one of the few orga-
nizations representing junior doctors in Japan.
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Conclusion

At the WMA General Assembly held after the
JDN Meeting, we had the opportunity to closely
observe the historic decision following discus-
sions on the revision of the Helsinki Declaration.
It was highly educational to watch prominent
doctors from around the world exchanging
opinions backed by solid visions and to witness
the roles and significance of national medical
associations. We would like to make the best
use of this precious experience to enhance the
activities of the JMA-JDN. Last but not least,
we would like to express our heartfelt thanks to
the WMA and JMA for giving us such a pre-
cious opportunity.
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From the Editor’s Desk

In a recent trend, there has been an increasingly
strong demand for the utilization of advanced
computer technology in combination with tech-
nological innovations in the medical field; the
setting-up of big medical and/or health databases
with broad applications, including in the com-
mercial field; the establishment of bio-banks
based on unique information and/or materials to
meet a wide range of needs, from general medi-
cal needs to quite individualistic desires. Such
energy for creating new categories cannot be
absorbed into one specific current category, such
as traditional law or bioethics.

We therefore wish to overwrite the WMA
Declaration database in light of the total over-
haul of the Declaration of Helsinki as an ethical
guideline for physicians in dealing with human
subjects that was accomplished by the new
WMA Working Group in Fortaleza in 2013.

The JMA'’s activities in the same field were
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fruitful in creating an international symposium
on big data and databases within the JMA
Conference on Medical Information 2014, which
was held in February. The symposium welcomed
three international guests: Dr. Jon Snadel, Chair
of the WMA WG and Past President of the
Icelandic Medical Association; Dr. Robert Wah,
President-elect of the American Medical Asso-
ciation; and Dr. Don-Chun Shin of the Korean
Medical Association. I was honored to give the
opening address and co-chair the session.

The results of this fruitful meeting will directly
connect with the Working Group (WG) meet-
ings which was held in Reykjavik and Copenha-
gen to create the newest version of the WMA
Declaration as the current guideline in this field.

Masami ISHII, Executive Board Member, Japan Medical Association
(jmaintl@po.med.or.jp); Vice-Chair of Council, World Medical Asso-
ciation; Secretary General, Confederation of Medical Associations in
Asia and Oceania (CMAAQO).



Principles of Medical Ethics

Japan Medical Association

The mission of medical science and health care is to
cure diseases, to maintain and promote the health of
the people; and based on an awareness of the importance
of this mission, the physician should serve
society with a basic love for humanity.

1. The physician should strive to achieve a lifelong dedication
to continuing education, to keep abreast of medical
knowledge and technology, and to support its
progress and development.

2. The physician should be aware of the dignity and
responsibility of his/her occupation and strive
to enhance his/her cultural refinement,
education, and integrity.

3. The physician should respect the individuality of
his/her patients, treat them with compassion,
provide full explanations of all medical treatment,
and endeavor to earn the trust of the patient.

4. The physician should maintain respect for his/her fellow
physician, cooperate with medical care personnel and
serve the cause of medical care to the best
of his/her abilities.

5. The physician should respect the spirit of public
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